

	
	

	









	




	







	









		

		
		

	
	




	
	


	
	



	
	


	
	
	
	
	
	
		
			
			
		

		
		
	

	

	



	
	
	
	

	







	















	Skip to main content












	

	

	
	

	

	
	












			

			





			






	




	


	
	





	








	

	
	
		
		
		
		
		
		
		
		
		
		
		
		
		
	

	
	
		
		
		
	


















	
		
	

	

	
		
	

	







	
		
		
		

		
		
		
		
			
				
				









	
	    












    
    






    
    







    




    






    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    






    
        
    


    
            
            
                
            
            
                
        Add Paper to My Library
        
        

    















	














	
	    







 



	




	







	




































    



			

			
				
				
				
				
				
						
				
				
				
					
						Share:
							
	
	
	


					

					
				
				
				




				
				

    
        
        
        
            

		
		
		
			
				
			
				
			
				
			
				
			
				
			
		

		
            

		
		
		
			
				
			
		
			
		
			
		
			
		
			
		
			
				
			
		
			
		

		
            

            
        

        
    

    


    




				
				
					

					
					Permalink

						Using these links will ensure access to this page indefinitely

						
							
							Copy URL
						

						
				

				
			

		


		
			
				
				




	
	
		
	

	
	
		
		
	

	
	

	
	
	
	Policing Cybercrimes: Situating the Public Police in Networks of Security Within Cyberspace (Revised Feb 2011)

	
    
        
            
            







    
    










    
    
    
    











			
                    Police Practice and Research: An International Journal, Vol. 8, No. 2, pp. 183-205, May 2007
 
        

    
	

	
	
		
		
			36 Pages
		
		

		Posted: 23 Nov 2005
		
			Last revised: 4 Apr 2015
		
		
	

	
		
			
			




	See all articles by David S. WallDavid S. Wall
Centre for Criminal Justice Studies, School of Law, University of Leeds


		

	
	
	
	
	



	
	
	
	
		
	
	
		
			Date Written: May 2, 2007

		
	

	
	
		
		
	

	
	
		
	
	
		Abstract

		The Internet and the criminal behaviour it transforms (cybercrime) pose considerable challenges for order maintenance and law enforcement because Internet-related offending takes place within a global context while crime tends to be nationally defined. Policing cyber-crime is made all the more complex by the very nature of policing and security being networked and nodal and also because within this framework the public police play only a small part in the policing of the Internet. In this paper it is argued that the future of the public police role in policing the Internet is more than simply acquiring new knowledge and capacity, but it is about forging new relationships with the other nodes within the networks of Internet security. These relationships require a range of transformations to take place in order to enhance the effectiveness and legitimacy of the nodal architecture. It will then be argued that some of the contradictions faced by 'the police' are being reconciled by the gradual reconstitution of a neo-Peelian paradigm across a global span, which brings with it a range of instrumental and normative challenges. 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
		
		
			
				
			
		
		Keywords: Policing, Cybercrimes, Cyber-crimes, Cyberspace, Internet, Networks of Security, Nodal Governance

	
	

	
    

    
	

	
	
		JEL Classification: K42, K49, K19, D80

	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	















	











    
    










    
    
    
    
















	






	
		Suggested Citation:
		Suggested Citation
	

	
		
			Wall,  David S., Policing Cybercrimes: Situating the Public Police in Networks of Security Within Cyberspace (Revised Feb 2011) (May 2, 2007). Police Practice and Research: An International Journal, Vol. 8, No. 2, pp. 183-205, May 2007,  Available at SSRN: https://ssrn.com/abstract=853225
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	


	























	
	

		

		

		
		
		

		
		
			
				
					
						David S. Wall (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				Centre for Criminal Justice Studies, School of Law, University of Leeds  ( email )

			

			
			
				
				
				
					Liberty Building
University of Leeds
Leeds, West Yorkshire LS2 9JT
United Kingdom
+44 113 343 9575 (Phone)

				

				
			

			
				
				
					HOME PAGE: http://www.law.leeds.ac.uk/people/staff/wall/
				

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research youâ€™d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				    2,381

			

		
		
		
			Abstract Views

			   11,941

		

		
		 
		
			Rank

			   11,339

		

		
	


	

	
		
			
				       98 References
		

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    S&P Global Market Intelligence Research Paper Series

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                S&P Global Market Intelligence Research Paper Series

                                
                                    Subscribe to this free journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            2,565

                                    

                                    
                                        PAPERS

                                           40,911

                                    

                                

                                
                            

                        

                    

                
	
                    Cyberspace Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Cyberspace Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            2,017

                                    

                                    
                                        PAPERS

                                           12,780

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Peter Swire at Georgia Institute of Technology - Scheller College of Business, Jonathan L. Zittrain at Harvard Law School and Harvard Kennedy School of Government, Kalie Mayberry at Harvard University - Harvard Law School

                                    

                                
                            

                        

                    

                


            

            
                
                

                	
                    Criminology eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Criminology eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            1,237

                                    

                                    
                                        PAPERS

                                            4,936

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Paul H. Robinson at University of Pennsylvania Carey Law School

                                    

                                
                            

                        

                    

                
	
                    Innovation Law & Policy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Innovation Law & Policy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              260

                                    

                                    
                                        PAPERS

                                           29,383

                                    

                                

                                
                            

                        

                    

                
	
                    Cybersecurity & Data Privacy Law & Policy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Cybersecurity & Data Privacy Law & Policy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              207

                                    

                                    
                                        PAPERS

                                            6,819

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Brian Ray at College of Law, Cleveland State University

                                    

                                
                            

                        

                    

                



                
            

            
        
        
        
                 
        
        

    


				


				
					
					

















    
        
            Recommended Papers

            	
                        
                        

                        
                        
                        Is There Such a Thing as 'Virtual Crime'?

                        
                            By
                                
                                
                                    
                                    Susan W. Brenner
                                    
                                
                            

                        
                        
                    
	
                        
                        

                        
                        
                        An Endnote on Regulating Cyberspace: Architecture vs Law?

                        
                            By
                                
                                
                                    
                                    Graham Greenleaf
                                    
                                
                            

                        
                        
                    
	
                        
                        

                        
                        
                        The Internet as a Conduit for Criminal Activity

                        
                            By
                                
                                
                                    
                                    David S. Wall
                                    
                                
                            

                        
                        
                    


                    
                        	
                            
                            

                            
                            
                            Digital Realism and the Governance of Spam as Cybercrime

                            
                                By
                                    
                                    
                                        
                                        David S. Wall
                                        
                                    
                                

                            

                            
                            
                        
	
                            
                            

                            
                            
                            Anti-Terrorism Laws and Data Retention: War is Over?

                            
                                By
                                    
                                    
                                        
                                        Yaman Akdeniz
                                         and 
                                    
                                        
                                        Clive Walker
                                        
                                    
                                

                            

                            
                            
                        
	
                            
                            

                            
                            
                            The Regulation of Technology: Policy Tools and Policy Actors

                            
                                By
                                    
                                    
                                        
                                        Charles D. Raab
                                         and 
                                    
                                        
                                        Paul De Hert
                                        
                                    
                                

                            

                            
                            
                        
	
                            
                            

                            
                            
                            Policing Diversity in the Digital Age: Maintaining Order in Virtual Communities

                            
                                By
                                    
                                    
                                        
                                        David S. Wall
                                         and 
                                    
                                        
                                        Matthew L. Williams
                                        
                                    
                                

                            

                            
                            
                        
	
                            
                            

                            
                            
                            Virtual Criminal Law in Boundless New Environments

                            
                                By
                                    
                                    
                                        
                                        Bart J. V. Keupink
                                        
                                    
                                

                            

                            
                            
                        



            
            
                 
            
        

    

				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	
		
	
		
	
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright Â© 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l200 in   0.085 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		[image:  ]

		
		
		
		
		
		
		
		
		
		
	

