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		Abstract

		Cloud computing service providers, even those based outside Europe, may become subject to the EU Data Protection Directive's extensive and complex regime purely through their customers' choices, of which they may have no knowledge or control. We consider the definition and application of the EU 'personal data' concept in the context of anonymisation/pseudonymisation, encryption and data fragmentation in cloud computing, arguing that the definition should be based on the realistic risk of identification, and that the applicability of data protection rules should be based on the risk of harm and its likely severity. In particular, the status of encryption and anonymisation/pseudonymisation procedures should be clarified to promote their use as privacy-enhancing techniques; data encrypted and secured to recognised standards should not be considered 'personal data' in the hands of those without access to the decryption key, such as many cloud computing providers; and finally, unlike, for example, social networking sites, Infrastructure as a Service and Platform as a Service providers (and certain Software as a Service providers) offer no more than utility infrastructure services, and may not even know if information processed using their services is 'personal data' (hence, the 'cloud of unknowing'), so it seems inappropriate for such cloud infrastructure providers to become arbitrarily subject to EU data protection regulation due to their customers' choices. 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
		
		
			
				
			
		
		Keywords: Cloud Computing, Data Privacy, Data Protection, EU, European Union, Internet, Legal Issues, Outsourcing, Personal Data, Personal Identifying Information, Privacy

	
	

	
    

    
	

	
	
		JEL Classification: K2, K20

	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	















	











    
    










    
    
    
    
















	



    




	
		Suggested Citation:
		Suggested Citation
	

	
		
			Hon,  W. Kuan and Millard,  Christopher and Walden,  Ian, The Problem of 'Personal Data' in Cloud Computing - What Information is Regulated? The Cloud of Unknowing, Part 1 (March 10, 2011). International Data Privacy Law (2011) 1 (4): 211-228, Queen Mary School of Law Legal Studies Research Paper No. 75/2011,  Available at SSRN: https://ssrn.com/abstract=1783577 or http://dx.doi.org/10.2139/ssrn.1783577 
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	

	

	


	























	
	

		

		

		
		
		

		
		
			
				
					
						W. Kuan Hon (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				Imperial College London  ( email )

			

			
			
				
				
				
					South Kensington Campus
Exhibition Road
London, Greater London SW7 2AZ
United Kingdom

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
				
					
						Christopher Millard

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				Queen Mary University of London, School of Law - Centre for Commercial Law Studies  ( email )

			

			
			
				
				
				
					67-69 Lincoln's Inn Fields
London, EC2A 3JB
United Kingdom

				

				
			

			
				
				
					HOME PAGE: http://www.law.qmul.ac.uk/staff/millard.html
				

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
				
					
						Ian  Walden

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				Queen Mary University of London - Centre for Commercial Law Studies (CCLS)  ( email )

			

			
			
				
				
				
					67-69 Lincoln's Inn Fields
London, WC2A 3JB
United Kingdom

				

				
			

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research youâ€™d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				    4,747

			

		
		
		
			Abstract Views

			   20,203

		

		
		 
		
			Rank

			    3,698

		

		
	


	
		
            
            	       13 Citations
		

	

	
		
			
				       11 References
		

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    Queen Mary Law Research Paper Series

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Queen Mary Law Research Paper Series

                                
                                    Subscribe to this free journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            5,620

                                    

                                    
                                        PAPERS

                                              481

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Yijia Liu at Queen Mary University of London, School of Law, Alexis Alvarez-Nakagawa at Queen Mary University of London, School of Law

                                    

                                
                            

                        

                    

                
	
                    Economics of Networks eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Economics of Networks eJournal

                                
                                    Subscribe to this free journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            2,705

                                    

                                    
                                        PAPERS

                                           14,735

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Nicholas Economides at New York University - Leonard N. Stern School of Business - Department of Economics 

                                    

                                
                            

                        

                    

                


            

            
                
                

                	
                    Cyberspace Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Cyberspace Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            2,017

                                    

                                    
                                        PAPERS

                                           12,798

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Peter Swire at Georgia Institute of Technology - Scheller College of Business, Jonathan L. Zittrain at Harvard Law School and Harvard Kennedy School of Government, Kalie Mayberry at Harvard University - Harvard Law School

                                    

                                
                            

                        

                    

                
	
                    European Economics: Microeconomics & Industrial Organization eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                European Economics: Microeconomics & Industrial Organization eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            1,135

                                    

                                    
                                        PAPERS

                                           10,750

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Marco Da Rin at Tilburg University, Department of Finance, Francesco Giavazzi at University of Bocconi - Innocenzo Gasparini Institute for Economic Research (IGIER)National Bureau of Economic Research (NBER)

                                    

                                
                            

                        

                    

                
	
                    Information Privacy Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Information Privacy Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              447

                                    

                                    
                                        PAPERS

                                            8,022

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Daniel J. Solove at George Washington University Law School, Chris Jay Hoofnagle at University of California, Berkeley - School of Law

                                    

                                
                            

                        

                    

                
	
                    Innovation & Management Science eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Innovation & Management Science eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              278

                                    

                                    
                                        PAPERS

                                            7,431

                                    

                                

                                
                            

                        

                    

                
	
                    Innovation Law & Policy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Innovation Law & Policy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              260

                                    

                                    
                                        PAPERS

                                           29,420

                                    

                                

                                
                            

                        

                    

                
	
                    Cybersecurity & Data Privacy Law & Policy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Cybersecurity & Data Privacy Law & Policy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              207

                                    

                                    
                                        PAPERS

                                            6,827

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Brian Ray at College of Law, Cleveland State University

                                    

                                
                            

                        

                    

                



                
            

            
        
        
        
                 
        
        

    


				


				
					
					

















				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	
		
	
		
			
				
			
			
		
	
		
	
		
			
				
			
			
		
	
		
	
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright Â© 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l100 in   0.078 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		[image:  ]

		
		
		
		
		
		
		
		
		
		
	
