

	
	

	









	




	







	









		

		
		

	
	




	
	


	
	



	
	


	
	
	
	
	
	
		
			
			
		

		
		
	

	

	



	
	
	
	

	







	















	Skip to main content












	

	

	
	

	

	
	












			

			





			






	




	


	
	





	








	

	
	
		
		
		
		
		
		
		
		
		
		
		
		
		
	

	
	
		
		
		
	


















	
		
	

	

	
		
	

	







	
		
		
		

		
		
		
		
			
				
				









	
	    












    
    






    
    







    




    






    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    






    
        
    


    
            
            
                
            
            
                
        Add Paper to My Library
        
        

    















	














	
	    







 



	




	







	




































    



			

			
				
				
				
				
				
						
				
				
				
					
						Share:
							
	
	
	


					

					
				
				
				




				
				

    
        
        
        
            

		
		
		
			
				
			
				
			
				
			
				
			
				
			
				
			
				
			
				
			
				
			
				
			
		

		
            

		
		
		
			
				
			
		
			
				
			
		
			
		
			
		
			
		
			
		
			
		
			
		
			
		
			
		
			
		
			
		
			
		
			
		
			
		

		
            

            
        

        
    

    


    




				
				
					

					
					Permalink

						Using these links will ensure access to this page indefinitely

						
							
							Copy URL
						

						
				

				
			

		


		
			
				
				




	
	
		
	

	
	
		
		
	

	
	

	
	
	
	LOAC and the Protection and Use of Digital Property in Armed Conflict

	
    
        
            
            







    
    










    
    
    
    











			
                    THE RIGHTS TO PRIVACY AND DATA PROTECTION IN ARMED CONFLICT (Buchan & Lubin, eds. CCDCOE, 2022)
 
                    Emory Legal Studies Research Paper No. 22-34
 
                    BYU Law Research Paper No. 24-06
 
        

    
	

	
	
		
		
			17 Pages
		
		

		Posted: 9 Feb 2022
		
			Last revised: 13 Mar 2024
		
		
	

	
		
			
			




	See all articles by Laurie R. BlankLaurie R. Blank
Emory University School of Law
Eric Talbot Jensen
Brigham Young University School of Law


		

	
	
	
	
	



	
	
	
	
		
	
	
		
			Date Written: February 8, 2022

		
	

	
	
		
		
	

	
	
		
	
	
		Abstract

		Data protection is one of the catchphrases of contemporary society and an essential component of individual privacy and the smooth and secure functioning of societies and economies.  Data is also critical to strategic, operational and tactical decision-making and action during armed conflict. The increasing reliance on new and emerging technologies, including machine learning, only reinforces the importance of analyzing and understanding the appropriate parameters for the protection and use or exploitation of data during armed conflict.  This chapter analyzes how the law of armed conflict rules regarding property apply to digital property and data during armed conflict, both from the perspective of the needs and rights of individuals to protect and continue to have use of and access to their data and the military and operational needs of warring parties to use, seize and restrict access to data for military purposes.

The first part identifies and frames the key issues, including the type of operations in question, the relevant actors and users of digital property in such situations, and how each of the main legal rules applies in the digital space. A first question, for example, concerns the types of actions with respect to data that constitute pillage and the types of data or digital property that fall within the meaning of war booty as understood in customary international law. Part II then analyzes the meaning and application to digital property of Article 23(g) of the 1907 Hague Convention on the seizure and destruction of property, including, for example, whether copying or a loss of functionality or access constitutes seizure and whether manipulation of data could constitute destruction as traditionally understood. Finally, given the extensive and increasing demand for data for many core functionalities in military operations, the parameters for requisition of and access to data are equally critical. 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
		
		
			
				
			
		
		Keywords: law of armed conflict, data, cyber, seizure, Hague Convention, armed conflict, digital property, pillage, war booty

	
	

	
    

    
	

	
	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	















	











    
    










    
    
    
    
















	






	
		Suggested Citation:
		Suggested Citation
	

	
		
			Blank,  Laurie R. and Jensen,  Eric Talbot, LOAC and the Protection and Use of Digital Property in Armed Conflict (February 8, 2022). THE RIGHTS TO PRIVACY AND DATA PROTECTION IN ARMED CONFLICT (Buchan & Lubin, eds. CCDCOE, 2022), Emory Legal Studies Research Paper No. 22-34, BYU Law Research Paper No. 24-06,  Available at SSRN: https://ssrn.com/abstract=4029173
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	

	


	























	
	

		

		

		
		
		

		
		
			
				
					
						Laurie R. Blank (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
					
					
					
					
					
					
					
					
					
						
						
						


						
					
					
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				Emory University School of Law  ( email )

			

			
			
				
				
				
					1301 Clifton Road
Atlanta, GA  30322
United States
404-712-1711 (Phone)

				

				
			

			
				
				
					HOME PAGE: http://www.law.emory.edu/faculty/faculty-profiles/laurie-blank.html
				

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
				
					
						Eric Talbot Jensen

					
			
		

		
		
		
		

		
		
			
				
					
					
					
					
					
					
					
					
					
						
					
					
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				Brigham Young University School of Law  ( email )

			

			
			
				
				
				
					504 JRCB
Provo, UT  84602
United States

				

				
			

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research youâ€™d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				      112

			

		
		
		
			Abstract Views

			      394

		

		
		 
		
			Rank

			  439,969

		

		
	


	

	
		
			
				       26 References
		

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    Brigham Young University J. Reuben Clark Law School Research Paper Series

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Brigham Young University J. Reuben Clark Law School Research Paper Series

                                
                                    Subscribe to this free journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            6,292

                                    

                                    
                                        PAPERS

                                              600

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Annalee Hickman Pierson at Brigham Young University - J. Reuben Clark Law School

                                    

                                
                            

                        

                    

                
	
                    Emory University School of Law Legal Studies Research Paper Series

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Emory University School of Law Legal Studies Research Paper Series

                                
                                    Subscribe to this free journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            5,694

                                    

                                    
                                        PAPERS

                                              963

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Margo A. Bagley at Emory University School of Law, Kay L. Levine at Emory University School of Law

                                    

                                
                            

                        

                    

                


            

            
                
                

                	
                    Public International Law: Human Rights eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Public International Law: Human Rights eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            1,327

                                    

                                    
                                        PAPERS

                                           13,781

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Alan Sykes at Stanford University - Law School

                                    

                                
                            

                        

                    

                
	
                    Public International Law: Sources eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Public International Law: Sources eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            1,257

                                    

                                    
                                        PAPERS

                                            9,462

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Alan Sykes at Stanford University - Law School

                                    

                                
                            

                        

                    

                
	
                    Law & Society: International & Comparative Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Law & Society: International & Comparative Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              964

                                    

                                    
                                        PAPERS

                                           32,995

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Christiana Ochoa at Indiana University Maurer School of Law

                                    

                                
                            

                        

                    

                
	
                    National Security & Foreign Relations Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                National Security & Foreign Relations Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              684

                                    

                                    
                                        PAPERS

                                           11,105

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Oren Gross at University of Minnesota Law School

                                    

                                
                            

                        

                    

                
	
                    Cybersecurity & Data Privacy Law & Policy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Cybersecurity & Data Privacy Law & Policy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              206

                                    

                                    
                                        PAPERS

                                            6,807

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Brian Ray at College of Law, Cleveland State University

                                    

                                
                            

                        

                    

                
	
                    Conflict Studies: Terrorism eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Conflict Studies: Terrorism eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                               56

                                    

                                    
                                        PAPERS

                                            2,304

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Kelly M. Kadera at University of Iowa - Department of Political Science, Brian H. Lai at University of Iowa - Department of Political Science

                                    

                                
                            

                        

                    

                
	
                    Conflict Studies: Inter-State Conflict eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Conflict Studies: Inter-State Conflict eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                               55

                                    

                                    
                                        PAPERS

                                            3,606

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Kelly M. Kadera at University of Iowa - Department of Political Science, Brian H. Lai at University of Iowa - Department of Political Science

                                    

                                
                            

                        

                    

                
	
                    Human Rights eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Human Rights eJournal

                                
                                    Subscribe to this free journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                                5

                                    

                                    
                                        PAPERS

                                           29,655

                                    

                                

                                
                            

                        

                    

                



                
            

            
        
        
        
                 
        
        

    


				


				
					
					

















				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	
		
			
				
			
			
		
	
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright Â© 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l100 in   0.110 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		

		
		
		
		
		
		
		
		
		
		
	

