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		Abstract

		As individuals navigate their lives on websites and apps, their movements, searches, and actions are silently tracked.  Streams of consumer data are then pooled by data aggregators and mined to identify potential vulnerabilities of consumers. These potential weaknesses, e.g. whether someone is in financial distress, having a health crisis, or battling an addiction, are valuable to marketers and ad networks in order to silently steer consumersâ€™ market actions towards the manipulatorâ€™s interests. While identified early on as problematic within the economics of information broadly, the use of hyper-targeting to manipulate consumers is underappreciated as a threat to not only the autonomy of individuals but also the efficiency and legitimacy of markets. 

The phenomenon of interest in this article is targeted manipulation as the covert leveraging of a specific targetâ€™s vulnerabilities to steer their decisions to the manipulatorâ€™s interests. I position online targeted manipulation as undermining the core economic assumptions of authentic choice in the market. I then explore how important choice is to markets and economics, how firms gained positions of power to exploit vulnerabilities and weaknesses of individuals without the requisite safeguards in place, and how to govern firms in the position to manipulate. The power to manipulate is the power to undermine choice in the market. As such, firms in the position to manipulate threaten the autonomy of individuals, diminish the efficiency of transactions, and undermine the legitimacy of markets.

The goal of this paper is to argue that firms merely in the position to manipulate, with knowledge of individualâ€™s weaknesses and access to their decision making, should be regulated to ensure their interests are aligned with the target. The economic oddity is not that firms have data that render another market actor vulnerable, rather the oddity is that so many firms have data to covertly manipulate others without safeguards in place. Market actors regularly share information about their concerns, preferences, weaknesses, and strengths within contracts or joint ventures or within a relationship with professional duties.  Online, companies have collected preferences and concerns without such safeguards in place.  

The point of manipulation is to covertly steer a targetâ€™s decision towards the manipulatorâ€™s interests and away from the targetâ€™s; as such, manipulation impedes a market actorâ€™s ability to enact preferences through choice. This undermining of choice â€“ rather than harms to the consumer â€“ is the basis for additional safeguards on those in the position to manipulate. Governing targeted manipulation online will require additional safeguards on those firms in the position manipulate rather than attempting to identify each instance of targeted manipulation. First, additional safeguards are needed limiting data aggregators and ad networks â€“ specifically any data trafficker without any relationship with consumers â€“ to ensure the use of information is in the interests of the consumer. These obligations of care do not rely on any harm to be quantified or for a consumer to negotiate or enforce the obligation.  Instead, internal and external governance structures will be required to ensure the duty of care is enforced including external auditing to ensure the data trafficker abides by standards of care and data integrity. 

Second, customer facing websites and apps act as gatekeepers by luring consumers in to have their data tracked by third parties and later to be targeted with manipulative content. In so doing, consumer facing companies should be responsible to ensure all third parties that access their users â€“ either for the collection of data or for the targeting of content â€“ abide by a standards of care that are audited. Companies are regularly held responsible for how third parties treat their customers, users, or employees; and, websites and apps should be held responsible for the third party ad networks, trackers, and data traffickers they invite to surveille and manipulate their users. Where scholarship has focused on identifying instances of manipulation to regulate, I argue that firms merely in the position to manipulate, with knowledge of the individual and access to their decision making, should be regulated to ensure their interests are aligned with the target.
 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
		
		
			
				
			
		
		Keywords: privacy, manipulation, choice, economics, ethics

	
	

	
    

    
	

	
	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	















	











    
    










    
    
    
    
















	



    




	
		Suggested Citation:
		Suggested Citation
	

	
		
			Martin,  Kirsten, Manipulation, Choice, and Privacy (May 11, 2021). 2022.  North Carolina Journal of Law and Technology, 32(2). ,  Available at SSRN: https://ssrn.com/abstract=3491696 or http://dx.doi.org/10.2139/ssrn.3491696 
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	


	























	
	

		

		

		
		
		

		
		
			
				
					
						Kirsten Martin (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				University of Notre Dame  ( email )

			

			
			
				
				
				
					364 Mendoza
South Bend, IN  46530
United States

				

				
			

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research youâ€™d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				      208

			

		
		
		
			Abstract Views

			    1,364

		

		
		 
		
			Rank

			  266,526

		

		
	


	

	
		
			
				       81 References
		

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    Law & Economics eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Law & Economics eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              491

                                    

                                    
                                        PAPERS

                                           14,587

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Ronald J. Gilson at Stanford Law School, A. Mitchell Polinsky at Stanford Law School

                                    

                                
                            

                        

                    

                
	
                    Information Privacy Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Information Privacy Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              447

                                    

                                    
                                        PAPERS

                                            8,026

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Daniel J. Solove at George Washington University Law School, Chris Jay Hoofnagle at University of California, Berkeley - School of Law

                                    

                                
                            

                        

                    

                


            

            
                
                

                	
                    Consumer Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Consumer Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              390

                                    

                                    
                                        PAPERS

                                            9,566

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Jeff Sovern at University of Maryland Francis King Carey School of Law

                                    

                                
                            

                        

                    

                
	
                    Innovation Law & Policy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Innovation Law & Policy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              260

                                    

                                    
                                        PAPERS

                                           29,423

                                    

                                

                                
                            

                        

                    

                
	
                    Cybersecurity & Data Privacy Law & Policy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Cybersecurity & Data Privacy Law & Policy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              207

                                    

                                    
                                        PAPERS

                                            6,830

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Brian Ray at College of Law, Cleveland State University

                                    

                                
                            

                        

                    

                
	
                    Decision-Making in Computational Design & Technology eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Decision-Making in Computational Design & Technology eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                               65

                                    

                                    
                                        PAPERS

                                            2,931

                                    

                                

                                
                            

                        

                    

                



                
            

            
        
        
        
                 
        
        

    


				


				
					
					

















				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright Â© 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l200 in   0.083 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		[image:  ]

		
		
		
		
		
		
		
		
		
		
	
