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		Abstract

		This study examines non-financial motives behind cyberattacks by studying how a firm’s corporate social irresponsibility (CSI) activities influence its susceptibility to data breaches resulting from deliberate attacks. Drawing from the literature on stakeholder theory and organizational legitimacy, we argue that socially irresponsible firms experience more deliberate data breaches due to their loss of legitimacy on two critical cybersecurity-related stakeholder groups, namely employees and external hackers. Drawing on the notion of legitimacy multiplicity, we highlight how CSI in distinct social domains (i.e., inward CSI and outward CSI) play heterogeneous roles in affecting data breaches. We further consider how the CSI-data breach link is hinged on corporate social responsibility (CSR) activities prior to CSI. Analyses based on a sample of US publicly traded firms from 2005 to 2017 show a positive effect of inward CSI but a non-significant effect of outward CSI on data breaches. Further analyses suggest a contingent moderating role of prior CSR: it strengthens the link between inward CSI and data breaches while not influencing data breaches in conjunction with outward CSI. These findings suggest that in addition to undesirable social images and public relations, failure in business fundamentals potentially makes an even bigger threat in fueling the non-financial motivated cyberattacks. 
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