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		Abstract

		Online behavioral advertising (OBA) refers to the practice of tracking users across web sites in order to infer user interests and preferences. These interests and preferences are then used for selecting ads to present to the user. There is great concern that behavioral advertising in its present form infringes on user privacy. The resulting public debate â€” which includes consumer advocacy organizations, professional associations, and government agencies â€” is premised on the notion that OBA and privacy are inherently in conflict.  

In this paper we propose a practical architecture that enables targeting without compromising user privacy. Behavioral profiling and targeting in our system takes place in the userâ€™s browser. We discuss the effectiveness of the system as well as potential social engineering and web-based attacks on the architecture. One complication is billing; ad-networks must bill the correct advertiser without knowing which ad was displayed to the user. We propose an efficient cryptographic billing system that directly solves the problem. We implemented the core targeting system as a Firefox extension and report on its effectiveness. 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
		
		
			
				
			
		
		Keywords: privacy, software, advertising, tracking, online behavioral advertising, big data

	
	

	
    

    
	

	
	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	















	











    
    










    
    
    
    
















	






	
		Suggested Citation:
		Suggested Citation
	

	
		
			Toubiana,  Vincent and Narayanan,  Arvind and Boneh,  Dan and Nissenbaum,  Helen F. and Barocas,  Solon, Adnostic: Privacy Preserving Targeted Advertising (2010). Proceedings Network and Distributed System Symposium, March 2010,  Available at SSRN: https://ssrn.com/abstract=2567076
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	

	

	

	

	

	

	


	























	
	

		

		

		
		
		

		
		
			
				
					
						Vincent Toubiana

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				Commission Nationale de L'informatique et des LibertÃ©s (CNIL)  ( email )

			

			
			
				
				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
				
					
						Arvind Narayanan

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				Princeton University  ( email )

			

			
			
				
				
				
					Princeton, NJ  08540
United States

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
				
					
						Dan Boneh

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				Stanford University  ( email )

			

			
			
				
				
				
					Stanford, CA  94305
United States

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
				
					
						Helen F. Nissenbaum (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
			
				
			

			
				
				
					
				
					
					
					
				
			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				Cornell Tech NYC  ( email )

			

			
			
				
				
				
					2 W Loop Rd
New York, NY  10044
United States

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
		

		
		
		
		

		
		
			
				
			
				
			

			
				
				
					
				
					
					
					
				
			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				Cornell Tech  ( email )

			

			
			
				
				
				
					2 W Loop Rd
New York, NY  10044
United States

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
				
					
						Solon Barocas

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
					
				
					
					
					
				
			

			
				Microsoft Research 

			

			
			
				
				
				
					300 Lafayette Street
New York, NY  10012
United States

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				Cornell University  ( email )

			

			
			
				
				
				
					Ithaca, NY  14853
United States

				

				
			

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research youâ€™d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				    3,457

			

		
		
		
			Abstract Views

			   11,267

		

		
		 
		
			Rank

			    6,290

		

		
	


	

	
		
			
				       42 References
		

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    Information Technology & Systems eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Information Technology & Systems eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              217

                                    

                                    
                                        PAPERS

                                            3,885

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Carson Woo at University of British Columbia (UBC) - Sauder School of Business

                                    

                                
                            

                        

                    

                


        
        

    


				


				
					
					

















				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	
		
			
				
			
			
		
	
		
			
				
			
			
		
	
		
			
				
			
			
		
	
		
	
		
	
		
			
				
			
			
		
	
		
	
		
	
		
	
		
	
		
	
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright Â© 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l100 in   0.079 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		[image:  ]

		
		
		
		
		
		
		
		
		
		
	

