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		Abstract

		In recent years, cities have started to regulate the collection, use, and disclosure of personal data by local government agencies. Much of this regulatory activity involves setting limits on police department acquisition and/or use of surveillance equipment and technology or establishing privacy principles safeguarding all data collection and use by city agencies. Obviously, the prospects for successful local policymaking in the privacy arena (â€œprivacy localismâ€�) extend no further than the preemptive effect of applicable federal and/or state law. If federal electronic surveillance law preempts local surveillance ordinances or city privacy laws, thatâ€™s game, set, and match. State preemption of privacy localism poses an even greater threat given that cities derive their power to govern not from any federal sources of law but from state constitutional and statutory provisions as interpreted by state courts. Thus, states can override local privacy initiatives in either of two ways: by enacting laws that preempt local privacy laws or withdrawing city authority to adopt such laws. In short, quite apart from its substantive merits, the success or failure of privacy localism largely rests on cities finding ways to avoid preemption and maintain local power.    

This Article examines in detail the threat of federal and state overrides of privacy localism. This is a narrow perspective on privacy localism but of vital importance for the reason just given: federal â€” and especially state â€” preemption has the capacity to stop local privacy regulation in its tracks. The inquiry into federal preemption of local privacy regulation requires a review of over two dozen federal privacy statutes. This turns out to be quite manageable because so few of them bear directly on local surveillance ordinances or local regulation of city data practices (which are the principle concerns of privacy localism). State preemption is harder to tackle given that there are approximately 700 state privacy laws, which makes for a crowded regulatory arena with a seemingly endless capacity to override local privacy law. The sheer number of state laws requires some simplifying assumptions to guide the state preemption analysis. Because Seattle and New York city are leading the way in regulating local police use of surveillance technologies and local data practices, this Article will mostly focus on Washington and New York state laws regulating (1) video cameras and/or facial recognition, automatic license plate readers (ALPRs), and drones; and (2) government records or personal data collected by government agencies insofar as they overlap with Seattle and New York Cityâ€™s locally adopted privacy rules. 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
		
		
			
				
			
		
		Keywords: federal preemption, state preemption, local privacy laws, surveillance, privacy principles

	
	

	
    

    
	

	
	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	















	











    
    










    
    
    
    
















	



    




	
		Suggested Citation:
		Suggested Citation
	

	
		
			Rubinstein,  Ira, Federal and State Preemption of Local Privacy Regulation (February 16, 2018). NYU School of Law, Public Law Research Paper 18-17,  Available at SSRN: https://ssrn.com/abstract=3124702 or http://dx.doi.org/10.2139/ssrn.3124702 
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	


	























	
	

		

		

		
		
		

		
		
			
				
					
						Ira Rubinstein (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
					
					
					
					
					
					
					
					
					
						
					
					[image: New York University (NYU) - Information Law Institute]
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				New York University (NYU) - Information Law Institute  ( email )

			

			
			
				
				
				
					40 Washington Square South
New York, NY  10012-1301
United States

				

				
			

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research youâ€™d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				      225

			

		
		
		
			Abstract Views

			    1,183

		

		
		 
		
			Rank

			  247,655

		

		
	


	

	
		
			
				       62 References
		

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    NYU School of Law, Public Law & Legal Theory Research Paper Series

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                NYU School of Law, Public Law & Legal Theory Research Paper Series

                                
                                    Subscribe to this free journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            4,599

                                    

                                    
                                        PAPERS

                                            1,250

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Jeanne C. Fromer at New York University School of Law

                                    

                                
                            

                        

                    

                
	
                    Information Privacy Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Information Privacy Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              447

                                    

                                    
                                        PAPERS

                                            8,026

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Daniel J. Solove at George Washington University Law School, Chris Jay Hoofnagle at University of California, Berkeley - School of Law

                                    

                                
                            

                        

                    

                


            

            
                
                

                	
                    Political Institutions: Federalism & Sub-National Politics eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Political Institutions: Federalism & Sub-National Politics eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              368

                                    

                                    
                                        PAPERS

                                            7,328

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Thad Kousser at University of California, San Diego (UCSD) - Department of Political Science

                                    

                                
                            

                        

                    

                
	
                    State & Local Government eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                State & Local Government eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              187

                                    

                                    
                                        PAPERS

                                            5,777

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Nestor M. Davidson at Fordham University School of Law, Patricia Salkin at Touro University - Jacob D. Fuchsberg Law Center

                                    

                                
                            

                        

                    

                



                
            

            
        
        
        
                 
        
        

    


				


				
					
					

















				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright Â© 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l200 in   0.078 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		[image:  ]

		
		
		
		
		
		
		
		
		
		
	
