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		Abstract

		Although, as a rule, court proceedings and judicial records are presumptively open to the public, electronic surveillance documents are exceptions. Like ordinary search warrants, surveillance applications are considered ex parte. But court orders frequently remain sealed indefinitely, even when there is no basis for continued secrecy.  Indeed, secrecy â€” in the form of gag orders, local judicial rules, and even clerical filing and docketing practices â€” is built into the laws that regulate electronic surveillance.    

This Article argues that this widespread secrecy violates the First Amendment right of access to court  proceedings and documents.  The history of search and seizure shows that, far from requiring secrecy, searches and seizures were historically executed in public, with neighbors watching and even participating.  Secrecy surrounding searches and seizures is a relatively new development, linked to the emergence of communications technology and laws governing the acquisition of customer records from third-party service providers.  Transparency would play an especially positive role in this context because electronic surveillance is otherwise virtually insulated from public scrutiny: basic information about the scope of the governmentâ€™s authority to conduct surveillance and data regarding the frequency with which it does so is largely unavailable to the public.  Sealing also obscures the governmentâ€™s interpretations of its own legal authority, as well as information about law enforcement technologies.  

These twin arguments â€” historical and logical â€” establish a basis for courts to recognize that a First Amendment right of access attaches to surveillance materials after an investigation has concluded.  While the government may have a compelling need for secrecy of surveillance materials in ongoing investigations, there is no government interest sufficiently compelling to warrant the sealing of tens of thousands of judicial documents long after an investigation has concluded. 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
	

	
    

    
	

	
	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	















	











    
    










    
    
    
    
















	






	
		Suggested Citation:
		Suggested Citation
	

	
		
			Bloch-Wehba,  Hannah, Exposing Secret Searches: A First Amendment Right of Access to Electronic Surveillance Orders (October 10, 2017). 93 Wash. L. Rev. 145 (2018),  Available at SSRN: https://ssrn.com/abstract=3050818
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	

	


	























	
	

		

		

		
		
		

		
		
			
				
					
						Hannah Bloch-Wehba (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
					
					
					
					
					
					
					
					
					
						
						
						


						
					
					[image: Texas A&M University School of Law]
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				Texas A&M University School of Law  ( email )

			

			
			
				
				
				
					1515 Commerce St.
Fort Worth, TX Tarrant County 76102
United States

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				Yale University - Yale Information Society Project  ( email )

			

			
			
				
				
				
					127 Wall Street
New Haven, CT  06511
United States

				

				
			

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research youâ€™d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				      169

			

		
		
		
			Abstract Views

			    1,775

		

		
		 
		
			Rank

			  320,761

		

		
	


	
		
            
            	        1 Citations
		

	

	
		
			
				       45 References
		

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    U.S. Constitutional Law: Rights & Liberties eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                U.S. Constitutional Law: Rights & Liberties eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            2,108

                                    

                                    
                                        PAPERS

                                           15,679

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Matthew D. Adler at Duke University School of Law, Brian Bix at University of Minnesota Law School

                                    

                                
                            

                        

                    

                
	
                    Cyberspace Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Cyberspace Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            2,017

                                    

                                    
                                        PAPERS

                                           12,798

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Peter Swire at Georgia Institute of Technology - Scheller College of Business, Jonathan L. Zittrain at Harvard Law School and Harvard Kennedy School of Government, Kalie Mayberry at Harvard University - Harvard Law School

                                    

                                
                            

                        

                    

                


            

            
                
                

                	
                    Information Systems Legislation & Regulations eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Information Systems Legislation & Regulations eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            1,857

                                    

                                    
                                        PAPERS

                                            5,952

                                    

                                

                                
                            

                        

                    

                
	
                    Litigation & Procedure eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Litigation & Procedure eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            1,680

                                    

                                    
                                        PAPERS

                                           12,399

                                    

                                

                                
                            

                        

                    

                
	
                    Criminal Procedure eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Criminal Procedure eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            1,279

                                    

                                    
                                        PAPERS

                                            9,324

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Paul H. Robinson at University of Pennsylvania Carey Law School

                                    

                                
                            

                        

                    

                
	
                    Law & Society: Public Law - Crime, Criminal Law, & Punishment eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Law & Society: Public Law - Crime, Criminal Law, & Punishment eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              858

                                    

                                    
                                        PAPERS

                                           17,885

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Jessica Eaglin at Cornell Law School

                                    

                                
                            

                        

                    

                
	
                    Law & Society: Criminal Procedure eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Law & Society: Criminal Procedure eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              793

                                    

                                    
                                        PAPERS

                                            7,805

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Jeannine Bell at Indiana University Maurer School of Law

                                    

                                
                            

                        

                    

                
	
                    National Security & Foreign Relations Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                National Security & Foreign Relations Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              684

                                    

                                    
                                        PAPERS

                                           11,114

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Oren Gross at University of Minnesota Law School

                                    

                                
                            

                        

                    

                
	
                    Young Scholars Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Young Scholars Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              681

                                    

                                    
                                        PAPERS

                                            5,013

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Robin Fretwell Wilson at University of Illinois College of Law, David A. Hyman at Georgetown University Law Center

                                    

                                
                            

                        

                    

                
	
                    Information Privacy Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Information Privacy Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              447

                                    

                                    
                                        PAPERS

                                            8,022

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Daniel J. Solove at George Washington University Law School, Chris Jay Hoofnagle at University of California, Berkeley - School of Law

                                    

                                
                            

                        

                    

                
	
                    Law & Society: Public Law - Courts eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Law & Society: Public Law - Courts eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              392

                                    

                                    
                                        PAPERS

                                            3,564

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Nicholas Almendares at Indiana University Maurer School of Law

                                    

                                
                            

                        

                    

                
	
                    Emerging Legal Issues in Information Systems eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Emerging Legal Issues in Information Systems eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                                6

                                    

                                    
                                        PAPERS

                                            1,884

                                    

                                

                                
                            

                        

                    

                



                
            

            
        
        
        
                 
        
        

    


				


				
					
					

















				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	
		
	
		
	
		
	
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright Â© 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l100 in   0.078 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		[image:  ]

		
		
		
		
		
		
		
		
		
		
	

