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		Abstract

		Legal fictions continue to sprout in American jurisprudence. One of the most recent comes from the First Circuit Court of Appeals, which held in United States v. Ackies that a cellphone cannot be a tracking device as a matter of law. While most legal fictions are supported by some logical rationale, this startling contradiction of everyday experience demands a compelling justification. Yet, as this article hopes to show, there is none.

Using a statutory interpretation tool that Justice Gorsuch has caustically dubbed the â€œdonut holeâ€� canon, the First Circuit finds a tacit exclusion for cellphones in the Tracking Device Statute (TDS), which regulates this form of surveillance. The statute defines â€œtracking deviceâ€� broadly and without exclusionsâ€”â€œa mechanical or electronic device which permits the tracking of movement of a person or object.â€� At the same time the court unduly restricts the proper scope of the TDS, it overextends the reach of the more permissive Stored Communications Act (SCA), a statute never intended to govern ongoing surveillance like real-time cellphone tracking. 

This article takes a critical look at the various arguments offered in support of this holding, and finds them wanting. In order to weigh these arguments properly, it will be necessary to recount the evolution of tracking devices in the caselaw since the 1970s, and also the more recent history of the so-called â€œprecise location informationâ€� (PLI) warrants endorsed by Ackies. The latter can be seen as a result of opportunistic advocacy, involving four major reversals of official legal positions taken by the DOJ and federal prosecutors in other judicial and legislative venues. The most egregious was prosecutorsâ€™ convincing the Ackies court that a TDS tracking device involved â€œphysical placement of a piece of equipment,â€� while simultaneously urging the opposite positionâ€”that remotely installed software could be a tracking deviceâ€”before ten different appellate courts and dozens of district courts.  It is also a cautionary tale of federal courtsâ€™ failure to adequately probe superficial legal arguments in support of new surveillance authorities. The full story has not been previously told, to my knowledge.

The article concludes by highlighting some of the adverse consequences should the First Circuitâ€™s holding be followed by other jurisdictions. These include lack of constitutionally-required notice to targets; less transparency and public accountability for this increasingly common form of law enforcement surveillance; and unwitting judicial approval for domestic U.S. law enforcement to engage in cellphone tracking around the globe, in likely violation of international law and in disregard of the negative impact on U.S. foreign relations. Perhaps most worrisome of all is the danger that the SCA will now become the preferred surveillance backdoor, not only for location tracking, but also for other forms of remote electronic monitoring such as wiretaps. 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
		
		
			
				
			
		
		Keywords: criminal procedure, electronic surveillance, cell phone tracking, privacy, search warrants, Fourth Amendment, Stored Communications Act, Tracking Device Statute

	
	

	
    

    
	

	
	
		JEL Classification: K14, K40

	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	















	











    
    










    
    
    
    
















	






	
		Suggested Citation:
		Suggested Citation
	

	
		
			Smith,  Stephen W., The Cellphone Donut Hole in the Tracking Device Statute (October 1, 2021). 14 Federal Courts Law Review 1 (2021),  Available at SSRN: https://ssrn.com/abstract=3919144
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	

	


	























	
	

		

		

		
		
		

		
		
			
				
					
						Stephen W. Smith (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
					
					
					
					
					
					
					
					
					
						
					
					[image: Stanford Law School Center for Internet and Society]
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				Stanford Law School Center for Internet and Society  ( email )

			

			
			
				
				
				
					559 Nathan Abbott Way
Stanford, CA  94305-8610
United States

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
		

		
		
		
		

		
		
			
				
			

			
				
				
					
				
					
					
					
				
			

			
				Texas Southern University - Thurgood Marshall School of Law 

			

			
			
				
				
				
					3100 Cleburne Street
Houston, TX  77004
United States

				

				
			

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research youâ€™d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				       67

			

		
		
		
			Abstract Views

			      450

		

		
		 
		
			Rank

			  610,971

		

		
	


	

	
		
			
				       83 References
		

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    Criminal Procedure eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Criminal Procedure eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            1,279

                                    

                                    
                                        PAPERS

                                            9,324

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Paul H. Robinson at University of Pennsylvania Carey Law School

                                    

                                
                            

                        

                    

                
	
                    Law & Society: Public Law - Crime, Criminal Law, & Punishment eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Law & Society: Public Law - Crime, Criminal Law, & Punishment eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              858

                                    

                                    
                                        PAPERS

                                           17,885

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Jessica Eaglin at Cornell Law School

                                    

                                
                            

                        

                    

                


            

            
                
                

                	
                    Law & Society: Criminal Procedure eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Law & Society: Criminal Procedure eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              793

                                    

                                    
                                        PAPERS

                                            7,805

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Jeannine Bell at Indiana University Maurer School of Law

                                    

                                
                            

                        

                    

                
	
                    Telecommunications & Regulated Industries eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Telecommunications & Regulated Industries eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              714

                                    

                                    
                                        PAPERS

                                            5,085

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        John Shepard Wiley Jr. at Independent

                                    

                                
                            

                        

                    

                
	
                    Legislation & Statutory Interpretation eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Legislation & Statutory Interpretation eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              569

                                    

                                    
                                        PAPERS

                                            8,200

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Anita S. Krishnakumar at Georgetown University Law Center

                                    

                                
                            

                        

                    

                
	
                    Legal Anthropology: Laws & Constitutions eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Legal Anthropology: Laws & Constitutions eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              205

                                    

                                    
                                        PAPERS

                                           15,057

                                    

                                

                                
                            

                        

                    

                
	
                    Legal Anthropology: Criminal Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Legal Anthropology: Criminal Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              200

                                    

                                    
                                        PAPERS

                                            3,975

                                    

                                

                                
                            

                        

                    

                
	
                    Comparative Political Economy: Regulation eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Comparative Political Economy: Regulation eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                               64

                                    

                                    
                                        PAPERS

                                           22,131

                                    

                                

                                
                            

                        

                    

                



                
            

            
        
        
        
                 
        
        

    


				


				
					
					

















				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright Â© 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l200 in   0.094 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		[image:  ]

		
		
		
		
		
		
		
		
		
		
	

