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		Abstract

		This Article examines the questions of Election Interference in a digital interconnected age. It identifies a typology that distinguishes between: (1) “Election Hacking,” which targets infrastructure and records; and (2) “Influence Operations,” which comprise persuasive messaging targeting how or whether individuals choose to vote. It distinguishes between the types of technological and legal solutions available to each category and between the types of ex ante and ex post legal solutions and redress that are available in each category.

Using this typology of problems and potential solutions, this Article concludes that the persuasive messaging regarding policy matters poses the greatest challenge in unlawful foreign Election Interference. These Influence Operations are not amenable to technological methods of prevention and face significant challenges for legal solutions. Ex ante legal solutions face steep First Amendment hurdles, and ex post legal redress either is unavailable or nonjusticiable.

Despite these challenges, this Article argues that three categories of actors, working within their respective capacities and limitations, can significantly mitigate the impacts of unlawful foreign Influence Operations. Government actors can conduct investigative and counterintelligence operations to identify unlawful foreign activities, shut them down, and potentially stop dissemination before they enter the protected political sphere. Such activities also can inform the choices of social media platform operators to enforce rules, flag content, and provide links to official or trusted third-party information sources on their “private property.” And engaged, respectful, and persuasive discourse among individual citizens can directly mitigate the impact of Influence Operations. Indeed, this information “market” has functioned for centuries in traditional media, and there is no reason to believe that it cannot continue to do so, buttressed by carefully construed government assistance. 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
		
		
			
				
			
		
		Keywords: influence operations, election interference, election hacking, cybersecurity, elections, hacking, risk management

	
	

	
    

    
	

	
	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	















	











    
    










    
    
    
    
















	



    




	
		Suggested Citation:
		Suggested Citation
	

	
		
			Thaw,  David, From Russia With Love (April 26, 2022). 59 Houston Law Review 1137 (2022), U. of Pittsburgh Legal Studies Research Paper No. 2019-32,  Available at SSRN: https://ssrn.com/abstract=3038308 or http://dx.doi.org/10.2139/ssrn.3038308 
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	

	

	

	

	


	























	
	

		

		

		
		
		

		
		
			
				
					
						David Thaw (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
					
					
					
					
					
					
					
					
					
						
						
						


						
					
					[image: University of Pittsburgh - School of Law]
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				University of Pittsburgh - School of Law  ( email )

			

			
			
				
				
				
					3900 Forbes Ave.
Pittsburgh, PA  15260
United States

				

				
			

			
				
				
					HOME PAGE: http://www.davidthaw.com
				

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				University of Pittsburgh - School of Information Sciences  ( email )

			

			
			
				
				
				
					Pittsburgh, PA  15260
United States

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
		

		
		
		
		

		
		
			
				
					
					
					
					
					
					
					
					
					
						
						
						


						
					
					[image: Yale University - Information Society Project]
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				Yale University - Information Society Project  ( email )

			

			
			
				
				
				
					P.O. Box 208215
New Haven, CT  06520-8215
United States

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				University of Pittsburgh - Graduate School of Public & International Affairs  ( email )

			

			
			
				
				
				
					Pittsburgh, PA  15260-0001
United States

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				National Defense University - College of Information and Cyberspace  ( email )

			

			
			
				
				
				
					300 5th Ave
Ft McNair
Washington, DC  20319
United States

				

				
			

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research you’d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				      245

			

		
		
		
			Abstract Views

			    2,268

		

		
		 
		
			Rank

			  228,117

		

		
	


	

	
		
			
				       12 References
		

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    University of Pittsburgh School of Law Legal Studies Research Paper Series

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                University of Pittsburgh School of Law Legal Studies Research Paper Series

                                
                                    Subscribe to this free journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            4,879

                                    

                                    
                                        PAPERS

                                            1,023

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Greer Donley at University of Pittsburgh - School of Law

                                    

                                
                            

                        

                    

                
	
                    Cyberspace Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Cyberspace Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            2,017

                                    

                                    
                                        PAPERS

                                           12,801

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Peter Swire at Georgia Institute of Technology - Scheller College of Business, Jonathan L. Zittrain at Harvard Law School and Harvard Kennedy School of Government, Kalie Mayberry at Harvard University - Harvard Law School

                                    

                                
                            

                        

                    

                


            

            
                
                

                	
                    U.S. Constitutional Law: Separation of Powers & Federalism eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                U.S. Constitutional Law: Separation of Powers & Federalism eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            1,994

                                    

                                    
                                        PAPERS

                                            6,669

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Matthew D. Adler at Duke University School of Law, Brian Bix at University of Minnesota Law School

                                    

                                
                            

                        

                    

                
	
                    Information Systems Legislation & Regulations eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Information Systems Legislation & Regulations eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            1,857

                                    

                                    
                                        PAPERS

                                            5,952

                                    

                                

                                
                            

                        

                    

                
	
                    Law & Society: Legislation eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Law & Society: Legislation eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              813

                                    

                                    
                                        PAPERS

                                            8,113

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Luis E. Fuentes-Rohwer at Indiana University Maurer School of Law

                                    

                                
                            

                        

                    

                
	
                    International, Transnational & Comparative Criminal Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                International, Transnational & Comparative Criminal Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              404

                                    

                                    
                                        PAPERS

                                            8,045

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Diane Marie Amann at University of Georgia School of Law

                                    

                                
                            

                        

                    

                
	
                    Political Institutions: Elections eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Political Institutions: Elections eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              342

                                    

                                    
                                        PAPERS

                                            4,726

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Gary W. Cox at Stanford University

                                    

                                
                            

                        

                    

                
	
                    Political Anthropology eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Political Anthropology eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              234

                                    

                                    
                                        PAPERS

                                           15,276

                                    

                                

                                
                            

                        

                    

                
	
                    Cybersecurity & Data Privacy Law & Policy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Cybersecurity & Data Privacy Law & Policy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              207

                                    

                                    
                                        PAPERS

                                            6,830

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Brian Ray at College of Law, Cleveland State University

                                    

                                
                            

                        

                    

                
	
                    Anthropology of Science & Technology Studies eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Anthropology of Science & Technology Studies eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                               16

                                    

                                    
                                        PAPERS

                                            3,555

                                    

                                

                                
                            

                        

                    

                
	
                    Emerging Legal Issues in Information Systems eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Emerging Legal Issues in Information Systems eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                                6

                                    

                                    
                                        PAPERS

                                            1,884

                                    

                                

                                
                            

                        

                    

                



                
            

            
        
        
        
                 
        
        

    


				


				
					
					

















				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	
		
	
		
	
		
	
		
	
		
	
		
	
		
	
		
	
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright © 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l200 in   0.125 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		[image:  ]

		
		
		
		
		
		
		
		
		
		
	
