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		Abstract

		Smart meters, smart devices, and gateways allowing automated control of in-home devices are linchpins in an ambitious vision of creating a Smart Grid that will increase efficiency, improve grid resilience and reliability, and reduce peak demand. The collection, retention, and use of detailed usage data, however, put individual privacy at risk. Utilities, commercial third parties, law enforcement agents, parties in civil litigation, and criminals can discern from usage patterns whether a home is occupied and, to some extent, what is occurring inside.    

The two-way communication channel also supports remote control of appliances to manage load. The ability to remotely control in-home electricity use through controlling devices within the home raises new security and privacy issues.    

The Smart Grid is developing rapidly. Smart Grid systems are generating, collecting, and processing information that is far more voluminous and revealing than traditional meter data. Decisions about how best to address the emerging privacy issues â€“ whether through technical design, best practices, or regulation â€“ lag behind development of the system infrastructure.   

This report documents the Smart Grid information flows and considers the laws and agencies  that protect, or could protect, privacy in this new technological landscape. Legal sources of privacy protection are highly varied, ranging from state public utilities commissions to the Federal Trade Commission. The extent and level of privacy protection depends critically upon the route information takes from source to destination. Though state utilities regulators have traditionally played a strong role in protecting customer privacy, like other regulators, their jurisdiction is limited. Changes in the architecture of the energy grid that create new data flows and empower new players to handle data threaten to render some privacy provisions obsolete and others ineffective. Given the proliferation of data, industry players, and usage models, new laws and privacy-protecting technical designs are necessary to afford privacy, comparable to that enjoyed today, to users of tomorrowâ€™s energy network. Considering privacy upfront, rather than after technologies are deployed, will help build privacy protections into the Smart Grid while supporting other energy policy goals. 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
	

	
    

    
	

	
	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	















	











    
    










    
    
    
    
















	



    




	
		Suggested Citation:
		Suggested Citation
	

	
		
			Mulligan,  Deirdre K. and Wang,  Longhao and Burstein,  Aaron J., Privacy in the Smart Grid: An Information Flow Analysis (March 1, 2011).  Available at SSRN: https://ssrn.com/abstract=1815605 or http://dx.doi.org/10.2139/ssrn.1815605 
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	

	

	

	


	























	
	

		

		

		
		
		

		
		
			
				
					
						Deirdre K. Mulligan (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				University of California, Berkeley - School of Information  ( email )

			

			
			
				
				
				
					102 South Hall
Berkeley, CA  94720-4600
United States

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
				
					
						Longhao Wang

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				University of California, Berkeley - School of Information  ( email )

			

			
			
				
				
				
					102 South Hall
Berkeley, CA  94720-4600
United States

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
				
					
						Aaron J. Burstein

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				University of California, Berkeley - School of Information  ( email )

			

			
			
				
				
				
					310 Barrows Hall
Berkeley, CA  94720
United States

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
		

		
		
		
		

		
		
			
				
					
					
					
					
					
					
					
					
					
						
						
						


						
					
					[image: University of California, Berkeley - School of Law]
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				University of California, Berkeley - School of Law  ( email )

			

			
			
				
				
				
					215 Law Building
Berkeley, CA  94720-7200
United States

				

				
			

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research youâ€™d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				      442

			

		
		
		
			Abstract Views

			    3,160

		

		
		 
		
			Rank

			  121,067

		

		
	


	
		
            
            	        3 Citations
		

	

	
		
			
				       32 References
		

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    Economics of Networks eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Economics of Networks eJournal

                                
                                    Subscribe to this free journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            2,705

                                    

                                    
                                        PAPERS

                                           14,735

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Nicholas Economides at New York University - Leonard N. Stern School of Business - Department of Economics 

                                    

                                
                            

                        

                    

                
	
                    Built Environment eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Built Environment eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              978

                                    

                                    
                                        PAPERS

                                           13,734

                                    

                                

                                
                            

                        

                    

                


            

            
                
                

                	
                    Corporate Social Responsibility (CSR) eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Corporate Social Responsibility (CSR) eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              823

                                    

                                    
                                        PAPERS

                                           13,246

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Timothy M. Devinney at The University of Manchester - Alliance Manchester Business School

                                    

                                
                            

                        

                    

                
	
                    Microeconomics: Search; Learning; Information Costs & Specific Knowledge; Expectation & Speculation eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Microeconomics: Search; Learning; Information Costs & Specific Knowledge; Expectation & Speculation eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              797

                                    

                                    
                                        PAPERS

                                            8,026

                                    

                                

                                
                            

                        

                    

                
	
                    Renewable Energy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Renewable Energy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              710

                                    

                                    
                                        PAPERS

                                            4,761

                                    

                                

                                
                            

                        

                    

                
	
                    Politics & Energy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Politics & Energy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              677

                                    

                                    
                                        PAPERS

                                           14,334

                                    

                                

                                
                            

                        

                    

                
	
                    Sustainable Technology eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Sustainable Technology eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              605

                                    

                                    
                                        PAPERS

                                            9,850

                                    

                                

                                
                            

                        

                    

                
	
                    Information Technology & Systems eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Information Technology & Systems eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              217

                                    

                                    
                                        PAPERS

                                            3,885

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Carson Woo at University of British Columbia (UBC) - Sauder School of Business

                                    

                                
                            

                        

                    

                
	
                    Information Systems: Behavioral & Social Methods eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Information Systems: Behavioral & Social Methods eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              183

                                    

                                    
                                        PAPERS

                                            7,706

                                    

                                

                                
                            

                        

                    

                



                
            

            
        
        
        
                 
        
        

    


				


				
					
					

















				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	
		
			
				
			
			
		
	
		
			
				
			
			
		
	
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright Â© 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l100 in   0.094 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		[image:  ]

		
		
		
		
		
		
		
		
		
		
	
