

	
	

	









	




	







	









		

		
		

	
	




	
	


	
	



	
	


	
	
	
	
	
	
		
			
			
		

		
		
	

	

	



	
	
	
	

	







	















	Skip to main content












	

	

	
	

	

	
	












			

			





			






	




	


	
	





	








	

	
	
		
		
		
		
		
		
		
		
		
		
		
		
		
	

	
	
		
		
		
	


















	
		
	

	

	
		
	

	







	
		
		
		

		
		
		
		
			
				
				









	
	    












    
    






    
    







    




    






    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    






    
        
    


    
            
            
                
            
            
                
        Add Paper to My Library
        
        

    















	














	
	    







 



	




	







	




































    



			

			
				
				
				
				
				
						
				
				
				
					
						Share:
							
	
	
	


					

					
				
				
				




				
				

    
        
        
        
            

		
		
		
			
				
			
				
			
		

		
            

		
		
		
			
				
			
		
			
		

		
            

            
        

        
    

    


    




				
				
					

					
					Permalink

						Using these links will ensure access to this page indefinitely

						
							
							Copy URL
						

						
				

				
			

		


		
			
				
				




	
	
		
	

	
	
		
		
	

	
	

	
	
	
	Government Data Breaches

	
    
        
            
            







    
    










    
    
    
    











			
                    Berkley Technology Law Journal, Forthcoming
 
                    University of Miami Legal Studies Research Paper No. 2009-20
 
        

    
	

	
	
		
		
			42 Pages
		
		

		Posted: 15 Aug 2009
		
			Last revised: 26 Aug 2011
		
		
	

	
		
			
			




	See all articles by A. Michael FroomkinA. Michael Froomkin
University of Miami - School of Law; Yale University - Yale Information Society Project


		

	
	
	
	
	



	
	
	
	
	
		
	

	
	
		
		
	

	
	
		
	
	
		Abstract

		This paper addresses the legal response to data breaches in the US public sector.  Private data held by the government is often the result of legally required disclosures or of participation in formally optional licensing or benefit schemes where the government is as a practical matter the only game in town.  These coercive or unbargained-for disclosures impute a heightened moral duty on the part of the government to exercise careful stewardship over private data.  But the moral duty to safeguard the data and to deal fully and honestly with the consequences of failing to safeguard them is at best only partly reflected in current state and federal statute law and regulations.  The paper begins with an illustrative survey of federal data holdings, known breach cases, and the extent to which the governmentâ€™s moral duty to safeguard our data is currently instantiated in statute law and, increasingly, in regulation.      

I then argue that the governmentâ€™s duty to safeguard private data has a Constitutional foundation, either free-standing or based in Due Process, at least in cases where the government failed to take reasonable precautions to safeguard the data. This right is separate from any informational privacy rights that constrain the government's ability to acquire personal or corporate information. The key is Chief Justice Rhenquistâ€™s opinion in DeShaney.     

	Under the DeShaney logic, victims of many governmental privacy breaches should have a claim against states under Â§ 1983. Similar constitutional claims against the federal government would require a Bivens action but this is unlikely to work under current doctrine. As a result, persons injured by federal data breaches will have substantially inferior remedies available to them than will victims of state errors.  And even when suing a state, however, the provision of effective remedies may be hampered by arguments based on governmental immunity, and the problem of valuing the harms caused by a breach. 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
	

	
    

    
	

	
	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	

























    
    










    
    
    
    
















	






	
		Suggested Citation:
		Suggested Citation
	

	
		
			Froomkin,  A. Michael, Government Data Breaches. Berkley Technology Law Journal, Forthcoming, University of Miami Legal Studies Research Paper No. 2009-20,  Available at SSRN: https://ssrn.com/abstract=1427964
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	

	


	























	
	

		

		

		
		
		

		
		
			
				
					
						A. Michael Froomkin (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
					
					
					
					
					
					
					
					
					
						
						
						


						
					
					[image: University of Miami - School of Law]
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				University of Miami - School of Law  ( email )

			

			
			
				
				
				
					P.O. Box 248087
Coral Gables, FL  33146
United States
305-284-4285 (Phone)
305-284-6506 (Fax)

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				Yale University - Yale Information Society Project  ( email )

			

			
			
				
				
				
					127 Wall Street
New Haven, CT  06511
United States

				

				
			

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research youâ€™d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				      258

			

		
		
		
			Abstract Views

			    4,173

		

		
		 
		
			Rank

			  216,795

		

		
	


	
		
            
            	        1 Citations
		

	

	
		
			
				       27 References
		

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    University of Miami School of Law Legal Studies Research Paper Series

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                University of Miami School of Law Legal Studies Research Paper Series

                                
                                    Subscribe to this free journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            4,667

                                    

                                    
                                        PAPERS

                                              667

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Kunal M. Parker at University of Miami - School of Law

                                    

                                
                            

                        

                    

                
	
                    Cybersecurity & Data Privacy Law & Policy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Cybersecurity & Data Privacy Law & Policy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              207

                                    

                                    
                                        PAPERS

                                            6,827

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Brian Ray at College of Law, Cleveland State University

                                    

                                
                            

                        

                    

                


        
        

    


				


				
					
					

















				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright Â© 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l200 in   0.085 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		[image:  ]

		
		
		
		
		
		
		
		
		
		
	

