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		Abstract

		This paper examines the use of deep packet inspection (DPI) in online advertising, and analyzes the effects public pressure, regulatory actions and judicial and policy-making proceedings had on those deployments. The research is part of a larger project on the effects of DPI on Internet governance which is funded by the U.S. National Science Foundation. DPI, which allows Internet service providers (ISPs) to monitor the content of data packets in real-time, can be considered a disruptive technology because of the way its use conflicts with pre-established principles and norms of Internet governance.    

In this comparative study, we examine the rise and fall of NebuAd in the U.S. and of Phorm in Europe. We also include some less visible companies and spill-overs to Brazil and South Korea. We conduct a comprehensive analysis of these cases â€“ from the early development and secret trials of the technology to the regulatory actions, business failures and litigation in the aftermath. Looking at a timeline of several years that covers the dynamic technical, economic and institutional interactions at play, the framework contrasts distinct actors, actor constellations and modes of interaction across institutional settings to illustrate similar and divergent policy outcomes. This research is based upon comprehensive analysis of political and legal documents and a series of interviews with DPI vendors, Internet advocates, engineers, and advertisers.    

The narrative follows four stages that we have found in similar case studies of DPI deployments: 1) unilateral, secret deployment, 2) uncontrolled public disclosure of the deployment, 3) civil activism around net neutrality and privacy norms, 4) political, legal and regulatory proceedings to resolve the conflicts. This framework highlights the interaction of technical, economic and institutional factors that are at work when politically contested technologies with a disruptive potential are deployed on the Internet. In this case, as in many others, the analysis shows how the deployments ran afoul of established principles and expectations and how the â€œnotificationâ€� and â€œconsentâ€� practices so crucial to privacy law failed to bridge the gap between the expectations of Internet users and the formal legal definition applied by the courts. We show how this gap led to intense political pressure and market exit of DPI-based advertising platforms in both countries. 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
		
		
			
				
			
		
		Keywords: Deep Packet Inspection, Online Behavioral Advertising, Targeted Advertising, NebuAd, Phorm, USA, European Union, Privacy, Informed Consent, Internet Service Providers, Actor Centered Institutionalism, Technology Aware Policy Analysis Framework, Internet Governance

	
	

	
    

    
	

	
	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	















	











    
    










    
    
    
    
















	



    




	
		Suggested Citation:
		Suggested Citation
	

	
		
			Kuehn,  Andreas and Mueller,  Milton, Profiling the Profilers: Deep Packet Inspection and Behavioral Advertising in Europe and the United States (September 1, 2012).  Available at SSRN: https://ssrn.com/abstract=2014181 or http://dx.doi.org/10.2139/ssrn.2014181 
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	

	

	

	


	























	
	

		

		

		
		
		

		
		
			
				
					
						Andreas Kuehn (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				Syracuse University, School of Information Studies  ( email )

			

			
			
				
				
				
					Hinds Hall
Syracuse, NY  13244
United States

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
		

		
		
		
		

		
		
			
				
			

			
				
				
					
				
					
					
					
				
			

			
				Stanford University, Center for International Security and Cooperation 

			

			
			
				
				
				
					Stanford, CA  94305
United States

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
		

		
		
		
		

		
		
			
				
			

			
				
				
					
				
					
					
					
				
			

			
				EastWest Institute, Global Cooperation in Cyberspace Initiative 

			

			
			
				
				
				
					New York, NY  10017
United States

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
				
					
						Milton Mueller

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				Georgia Institute of Technology  ( email )

			

			
			
				
				
				
					School of Public Policy
Schhol of Cybersecurity and Privacy
Atlanta, GA  30332
United States
404-385-4281 (Phone)

				

				
			

			
				
				
					HOME PAGE: http://www.spp.gatech.edu/faculty/milt
				

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research youâ€™d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				      900

			

		
		
		
			Abstract Views

			    9,112

		

		
		 
		
			Rank

			   48,787

		

		
	


	
		
            
            	        5 Citations
		

	

	
		
			
				      119 References
		

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    Consumer Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Consumer Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              389

                                    

                                    
                                        PAPERS

                                            9,555

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Jeff Sovern at University of Maryland Francis King Carey School of Law

                                    

                                
                            

                        

                    

                
	
                    Global Business Issues eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Global Business Issues eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              261

                                    

                                    
                                        PAPERS

                                            7,368

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Jonathan P. Doh at Villanova University - School of Business, Paul M. Vaaler at University of Minnesota, Twin Cities - Law School and Carlson School of Management

                                    

                                
                            

                        

                    

                


            

            
                
                

                	
                    eBusiness & eCommerce eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                eBusiness & eCommerce eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              230

                                    

                                    
                                        PAPERS

                                            7,181

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Erik Brynjolfsson at National Bureau of Economic Research (NBER), John Little at Massachusetts Institute of Technology (MIT), Xiaoquan (Michael) Zhang at Chinese University of Hong Kong

                                    

                                
                            

                        

                    

                
	
                    Information Systems: Behavioral & Social Methods eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Information Systems: Behavioral & Social Methods eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              183

                                    

                                    
                                        PAPERS

                                            7,692

                                    

                                

                                
                            

                        

                    

                
	
                    Advertising & Marketing Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Advertising & Marketing Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                               84

                                    

                                    
                                        PAPERS

                                              728

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Eric Goldman at Santa Clara University - School of Law, Rebecca Tushnet at Harvard Law School

                                    

                                
                            

                        

                    

                
	
                    Psychology Research Methods eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Psychology Research Methods eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                               82

                                    

                                    
                                        PAPERS

                                            9,796

                                    

                                

                                
                            

                        

                    

                



                
            

            
        
        
        
                 
        
        

    


				


				
					
					

















    
        
            Recommended Papers

            	
                        
                        

                        
                        
                        The Role of Internet Service Providers in Botnet Mitigation an Empirical Analysis Based on Spam Data

                        
                            By
                                
                                
                                    
                                    Michel Van Eeten, 
                                    
                                
                                    
                                    Johannes M. Bauer, ...
                                    
                                
                            

                        
                        
                    
	
                        
                        

                        
                        
                        Deep Packet Inspection and Bandwidth Management: Battles Over Bittorrent in Canada and the United States

                        
                            By
                                
                                
                                    
                                    Milton Mueller
                                     and 
                                
                                    
                                    Hadi Asghari
                                    
                                
                            

                        
                        
                    
	
                        
                        

                        
                        
                        Unraveling the Economic and Political Drivers of Deep Packet Inspection

                        
                            By
                                
                                
                                    
                                    Hadi Asghari, 
                                    
                                
                                    
                                    Michel Van Eeten, ...
                                    
                                
                            

                        
                        
                    


                    
                

            
            
        

    

				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	
		
	
		
	
		
	
		
	
		
			
				
			
			
		
	
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright Â© 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l100 in   0.079 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		[image:  ]

		
		
		
		
		
		
		
		
		
		
	
