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		Keywords: Cloud computing, Cybercrime, Digital forensics, Law enforcement investigations, Mutual legal assistance, Australian Law, Council of Europe Convention on Cybercrime, Jurisdictional issues

	
	

	
    

    
	

	
	
		JEL Classification: C88, C89, K42, K49

	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	















	











    
    










    
    
    
    
















	






	
		Suggested Citation:
		Suggested Citation
	

	
		
			Hooper,  Christopher and Martini,  Ben and Choo,  Kim-Kwang Raymond, Cloud Computing and Its Implications for Cybercrime Investigations in Australia (October 15, 2013). Computer Law and Security Review 29(2): 152-163, 2013,  Available at SSRN: https://ssrn.com/abstract=2340805
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	

	

	


	























	
	

		

		

		
		
		

		
		
			
				
					
						Christopher Hooper

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				Monash University  ( email )

			

			
			
				
				
				
					23 Innovation Walk
Wellington Road
Clayton, Victoria 3800
Australia

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
				
					
						Ben Martini

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				University of South Australia  ( email )

			

			
			
				
				
				
					37-44 North Terrace, City West Campus
Adelaide, South Australia 5001
Australia

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
				
					
						Kim-Kwang Raymond Choo (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				The University of Texas at San Antonio  ( email )

			

			
			
				
				
				
					San Antonio, TX  78249
United States
+12104587867 (Phone)

				

				
			

			
				
				
					HOME PAGE: http://https://sites.google.com/site/raymondchooau/
				

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research youâ€™d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				      456

			

		
		
		
			Abstract Views

			    2,937

		

		
		 
		
			Rank

			  116,695

		

		
	


	
		
            
            	        1 Citations
		

	

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    Cyberspace Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Cyberspace Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            2,017

                                    

                                    
                                        PAPERS

                                           12,801

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Peter Swire at Georgia Institute of Technology - Scheller College of Business, Jonathan L. Zittrain at Harvard Law School and Harvard Kennedy School of Government, Kalie Mayberry at Harvard University - Harvard Law School

                                    

                                
                            

                        

                    

                
	
                    Information Systems Legislation & Regulations eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Information Systems Legislation & Regulations eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            1,857

                                    

                                    
                                        PAPERS

                                            5,952

                                    

                                

                                
                            

                        

                    

                


            

            
                
                

                	
                    Criminal Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Criminal Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            1,308

                                    

                                    
                                        PAPERS

                                            8,040

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Paul H. Robinson at University of Pennsylvania Carey Law School

                                    

                                
                            

                        

                    

                
	
                    Law & Society: Public Law - Crime, Criminal Law, & Punishment eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Law & Society: Public Law - Crime, Criminal Law, & Punishment eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              858

                                    

                                    
                                        PAPERS

                                           17,888

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Jessica Eaglin at Cornell Law School

                                    

                                
                            

                        

                    

                
	
                    International, Transnational & Comparative Criminal Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                International, Transnational & Comparative Criminal Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              404

                                    

                                    
                                        PAPERS

                                            8,045

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Diane Marie Amann at University of Georgia School of Law

                                    

                                
                            

                        

                    

                
	
                    Innovation Law & Policy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Innovation Law & Policy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              260

                                    

                                    
                                        PAPERS

                                           29,423

                                    

                                

                                
                            

                        

                    

                
	
                    Information Systems & Economics eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Information Systems & Economics eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              224

                                    

                                    
                                        PAPERS

                                           14,631

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Erik Brynjolfsson at National Bureau of Economic Research (NBER)

                                    

                                
                            

                        

                    

                
	
                    Types of Offending eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Types of Offending eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              172

                                    

                                    
                                        PAPERS

                                            5,987

                                    

                                

                                
                            

                        

                    

                



                
            

            
        
        
        
                 
        
        

    


				


				
					
					

















    
        
            Recommended Papers

            	
                        
                        

                        
                        
                        Why States Need an International Law for Information Operations

                        
                            By
                                
                                
                                    
                                    Duncan B. Hollis
                                    
                                
                            

                        
                        
                    
	
                        
                        

                        
                        
                        The Internet at 20: Evolution of a Constitution for Cyberspace

                        
                            By
                                
                                
                                    
                                    Henry H. Perritt
                                    
                                
                            

                        
                        
                    
	
                        
                        

                        
                        
                        Cyber Crime

                        
                            By
                                
                                
                                    
                                    Kim-kwang Raymond Choo
                                     and 
                                
                                    
                                    Peter Grabosky
                                    
                                
                            

                        
                        
                    


                    
                        	
                            
                            

                            
                            
                            A Conceptual Interdisciplinary Plug-and-Play Cyber Security Framework

                            
                                By
                                    
                                    
                                        
                                        Kim-kwang Raymond Choo
                                        
                                    
                                

                            

                            
                            
                        
	
                            
                            

                            
                            
                            Should There Be a New Body of Law for Cyber Space?

                            
                                By
                                    
                                    
                                        
                                        Doone Jones
                                         and 
                                    
                                        
                                        Kim-kwang Raymond Choo
                                        
                                    
                                

                            

                            
                            
                        



            
            
                 
            
        

    

				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	
		
			
				
			
			
		
	
		
			
				
			
			
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright Â© 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l100 in   0.093 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		[image:  ]

		
		
		
		
		
		
		
		
		
		
	

