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		Abstract

		It is increasingly said that "Big Data is the new oil."  The phrase has an optimistic ring to it.  Big Data has many productive uses, just like oil.  It will be a key resource for the information economy, just as oil has been for the smokestack economy.   This article examines the underside of the comparison. Oil certainly has many productive uses, but it also leads to oil pollution. Big Data is similar.  It produces tremendous benefits, but simultaneously generates significant privacy injuries.  Environmental law has developed ways to reduce oil pollution.  This article draws on these environmental law strategies to identify laws and policies that can protect privacy in the era of Big Data.    

Oil pollutes in two principal ways.   It spills, and so despoils beaches, coastlines and waters.  It also produces carbon emissions and so contributes to the greenhouse effect and climate change.  Big Data creates analogous privacy injuries.  Like oil, it spills.  Data security breaches cause broad harm much as oil spills create wide-spread damage. Big Dataâ€™s privacy impacts are also analogous to carbon emissions.  Just as oil combustion adds to the growing accumulation of greenhouse gases, so the producers of Big Data are generating layer upon layer of personal information.  This build-up, too, creates a kind of heat.  It increases the hot glare of public scrutiny and so makes the social environment a less hospitable place for the development of the human personality.  This is not the greenhouse effect, but the glass house effect since it gives each of us the sense that we are living in a glass house.     

Society has developed legal and policy solutions to oil spills and to climate change. The second part of this article takes these measures, translates them into the privacy realm, and so generates ideas about how to reduce Big Dataâ€™s privacy impacts.  It explains how the 1970 Clean Water Act and the 1990 Oil Pollution Act succeeded in reducing oil spills.  Based on these strategies, it produces a set of legal and policy recommendations for decreasing data spills.  It then turns to climate change policy â€” particularly laws and policies designed to promote clean energy innovation.  Drawing on these initiatives, it develops a strategy for promoting technologies that will allow us to achieve the many benefits of Big Data, while reducing its harmful privacy impacts. 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
		
		
			
				
			
		
		Keywords: Big Data, data analytics, data mining, privacy, information privacy, privacy law, privacy policy, environment, oil, oil pollution, oil spill, data spill, data security breach, tort law, climate change, clean energy, renewable energy, glass house effect, privacy by design, differential privacy

	
	

	
    

    
	

	
	
		JEL Classification: D62, K20, K23, K32, L50, L86, M14, O31, O33, O38, Q20, Q28, Q42, Q48

	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	















	











    
    










    
    
    
    
















	






	
		Suggested Citation:
		Suggested Citation
	

	
		
			Hirsch,  Dennis D., The Glass House Effect: Big Data, the New Oil, and the Power of Analogy (February 10, 2014). Maine Law Review (2014), Forthcoming,  Available at SSRN: https://ssrn.com/abstract=2393792
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	

	


	























	
	

		

		

		
		
		

		
		
			
				
					
						Dennis D. Hirsch (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
					
					
					
					
					
					
					
					
					
						
						
						


						
					
					[image: Ohio State University (OSU) - Michael E. Moritz College of Law]
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				Ohio State University (OSU) - Michael E. Moritz College of Law  ( email )

			

			
			
				
				
				
					55 West 12th Avenue
Columbus, OH  43210
United States

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				Capital University Law School  ( email )

			

			
			
				
				
				
					303 East Broad St.
Columbus, OH  43215

				

				
			

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research youâ€™d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				      626

			

		
		
		
			Abstract Views

			    4,269

		

		
		 
		
			Rank

			   78,919

		

		
	


	
		
            
            	        1 Citations
		

	

	
		
			
				       37 References
		

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    Cyberspace Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Cyberspace Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            2,017

                                    

                                    
                                        PAPERS

                                           12,798

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Peter Swire at Georgia Institute of Technology - Scheller College of Business, Jonathan L. Zittrain at Harvard Law School and Harvard Kennedy School of Government, Kalie Mayberry at Harvard University - Harvard Law School

                                    

                                
                            

                        

                    

                
	
                    Renewable Energy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Renewable Energy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              710

                                    

                                    
                                        PAPERS

                                            4,761

                                    

                                

                                
                            

                        

                    

                


            

            
                
                

                	
                    Politics & Energy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Politics & Energy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              677

                                    

                                    
                                        PAPERS

                                           14,334

                                    

                                

                                
                            

                        

                    

                
	
                    Sustainable Technology eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Sustainable Technology eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              605

                                    

                                    
                                        PAPERS

                                            9,850

                                    

                                

                                
                            

                        

                    

                
	
                    Pollution eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Pollution eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              544

                                    

                                    
                                        PAPERS

                                            6,309

                                    

                                

                                
                            

                        

                    

                
	
                    Information Privacy Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Information Privacy Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              447

                                    

                                    
                                        PAPERS

                                            8,022

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Daniel J. Solove at George Washington University Law School, Chris Jay Hoofnagle at University of California, Berkeley - School of Law

                                    

                                
                            

                        

                    

                
	
                    Sustainability Law & Policy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Sustainability Law & Policy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              408

                                    

                                    
                                        PAPERS

                                            4,712

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Robin Kundis Craig at USC Gould School of Law, J. B. Ruhl at Vanderbilt University - Law School, Erin Ryan at Florida State University, College of Law

                                    

                                
                            

                        

                    

                
	
                    Environmental Law & Policy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Environmental Law & Policy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              374

                                    

                                    
                                        PAPERS

                                            9,032

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Holly Doremus at University of California, Berkeley - School of Law, Peter S. Menell at UC Berkeley School of Law

                                    

                                
                            

                        

                    

                
	
                    Innovation Law & Policy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Innovation Law & Policy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              260

                                    

                                    
                                        PAPERS

                                           29,420

                                    

                                

                                
                            

                        

                    

                
	
                    Strategy & Social Policies eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Strategy & Social Policies eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              229

                                    

                                    
                                        PAPERS

                                            1,358

                                    

                                

                                
                            

                        

                    

                
	
                    Cybersecurity & Data Privacy Law & Policy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Cybersecurity & Data Privacy Law & Policy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              207

                                    

                                    
                                        PAPERS

                                            6,827

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Brian Ray at College of Law, Cleveland State University

                                    

                                
                            

                        

                    

                



                
            

            
        
        
        
                 
        
        

    


				


				
					
					

















				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	
		
	
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright Â© 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l200 in   0.103 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		[image:  ]

		
		
		
		
		
		
		
		
		
		
	

