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		Abstract

		In Commonwealth v. Augustine, 4 N.E.3d 846 (Mass. 2014), the Massachusetts Supreme Judicial Court recognized that the state constitution protects an individual’s reasonable expectation of privacy in her cellular telephone call location data, even when that information qualifies as a third-party’s business record. This means that the Commonwealth, in order to gain access to such data, must first obtain a search warrant based upon probable cause, as required by Part I, article 14, the Massachusetts corollary to the Fourth Amendment. The Augustine decision has been praised for explicitly addressing the tension between new digital communications technology and basic privacy concerns, and some commentators have even suggested that Augustine may herald the demise of the third-party doctrine.  

On close inspection, however, Augustine, by its terms, does not spell the end of the third-party doctrine. To the contrary, the Supreme Judicial Court’s scrupulous opinion tacitly reaffirms the core of the doctrine: individuals have no reasonable expectation of privacy in information voluntarily revealed to third-parties. Though Augustine points in the right direction as far as privacy is concerned, by itself the decision doesn’t provide a sufficient foundation for a court to seriously question the continued utility of the third-party doctrine. Such a reconsideration is, arguably, long overdue: regardless whether the third-party doctrine ever represented a sound rule of constitutional law, its application today serves to diminish the scope of one’s information privacy well beyond what the U.S. Supreme Court might have contemplated when it first articulated the doctrine nearly four decades ago. Indeed, as we increasingly transact the business of our lives on-line, we are approaching the point at which individuals will no longer be able to legitimately claim that the government must satisfy the requirements of the Fourth Amendment or its state constitutional equivalents prior to obtaining our most personal and intimate information. 
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