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		Abstract

		This essay analyzes the ability of everyday Americans to resist and alter the conditions of government surveillance. Americans appear to have several avenues of resistance or reform. We can vote for privacy-friendly politicians, challenge surveillance in court, adopt encryption or other technology, and put market pressure on companies not to cooperate with law enforcement.   

In practice, however, many of these avenues turn out to be limited. Reform-minded officials lack the capacity for real oversight. Litigants lack standing to invoke the Constitution in court. Encryption is not usable and can turn the citizen into a target. Citizens can extract promises from companies to push back against government surveillance on their behalf but have no recourse if these promises are not enforced.  

By way of method, this essay adopts James Gibson's influential theory of affordances. Originating in psychology, and famous everywhere but law, affordance theory has evolved into a general method of inquiry with its own useful vocabulary and commitments. This essay hopes to leverage these concepts to lend structure to an otherwise haphazard inquiry into the capability of citizens to perceive and affect surveillance. The essay meanwhile contributes to affordance theory by insisting that law itself represents an important affordance. 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
		
		
			
				
			
		
		Keywords: surveillance, privacy, affordances, technology

	
	

	
    

    
	

	
	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	















	











    
    










    
    
    
    
















	






	
		Suggested Citation:
		Suggested Citation
	

	
		
			Calo,  Ryan, Can Americans Resist Surveillance? (July 23, 2015). University of Chicago Law Review, Vol. 83, No. 1, Pp. 23-43 (Winter 2016), University of Washington School of Law Research Paper No. 2015-25,  Available at SSRN: https://ssrn.com/abstract=2635181
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	

	

	


	























	
	

		

		

		
		
		

		
		
			
				
					
						Ryan Calo (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
					
					
					
					
					
					
					
					
					
						
						
						


						
					
					[image: University of Washington - School of Law]
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				University of Washington - School of Law  ( email )

			

			
			
				
				
				
					William H. Gates Hall
Box 353020
Seattle, WA  98105-3020
United States

				

				
			

			
				
				
					HOME PAGE: http://https://www.law.washington.edu/directory/profile.aspx?ID=713
				

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
		

		
		
		
		

		
		
			
				
					
					
					
					
					
					
					
					
					
						
					
					[image: Stanford Law School Center for Internet and Society]
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				Stanford Law School Center for Internet and Society  ( email )

			

			
			
				
				
				
					559 Nathan Abbott Way
Stanford, CA  94305-8610
United States

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				Yale Law School Information Society Project  ( email )

			

			
			
				
				
				
					127 Wall Street
New Haven, CT  06511
United States

				

				
			

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research youâ€™d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				      982

			

		
		
		
			Abstract Views

			   12,110

		

		
		 
		
			Rank

			   43,359

		

		
	


	
		
            
            	        1 Citations
		

	

	
		
			
				        3 References
		

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    Law & Psychology eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Law & Psychology eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              712

                                    

                                    
                                        PAPERS

                                            5,651

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Valerie P. Hans at Cornell University - School of Law, Jeffrey J. Rachlinski at Cornell Law School

                                    

                                
                            

                        

                    

                
	
                    National Security & Foreign Relations Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                National Security & Foreign Relations Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              684

                                    

                                    
                                        PAPERS

                                           11,114

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Oren Gross at University of Minnesota Law School

                                    

                                
                            

                        

                    

                


            

            
                
                

                	
                    Young Scholars Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Young Scholars Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              681

                                    

                                    
                                        PAPERS

                                            5,013

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Robin Fretwell Wilson at University of Illinois College of Law, David A. Hyman at Georgetown University Law Center

                                    

                                
                            

                        

                    

                
	
                    Information Privacy Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Information Privacy Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              447

                                    

                                    
                                        PAPERS

                                            8,022

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Daniel J. Solove at George Washington University Law School, Chris Jay Hoofnagle at University of California, Berkeley - School of Law

                                    

                                
                            

                        

                    

                
	
                    Political Economy - Development: Public Service Delivery eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Political Economy - Development: Public Service Delivery eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                               58

                                    

                                    
                                        PAPERS

                                           25,380

                                    

                                

                                
                            

                        

                    

                



                
            

            
        
        
        
                 
        
        

    


				


				
					
					

















				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	
		
	
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright Â© 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l100 in   0.060 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		[image:  ]

		
		
		
		
		
		
		
		
		
		
	

