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		Abstract

		Although a variety of formal and informal mechanisms govern behavior in virtual worlds, the proprietors of such worlds increasingly have relied upon formal legal claims to sanction undesired user behavior. A range of such legal claims might be asserted in different factual situations: copyright infringement, or trespass to computers, or circumvention of technical protections. But each of these claims relies upon the authorization status of the targeted user. Authorization is largely an incident of the virtual world proprietorâ€™s Terms of Service (ToS). Thus, the ToS is increasingly regarded as a license to access the proprietorâ€™s servers; violation of the ToS annuls authorization to access the servers. The result is that any misbehavior by users, in violation of the ToS, can be recast as a violation of copyright, or trespass, or technical circumvention laws, even if the undesired behavior has little bearing on the variety legal claim asserted. This mutation of legal claims is troubling, not only from the standpoint of legal policy, but as a social policy to govern virtual worlds. 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
	

	
    

    
	

	
	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	















	











    
    










    
    
    
    
















	






	
		Suggested Citation:
		Suggested Citation
	

	
		
			Burk,  Dan L., Authorization and Governance in Virtual Worlds (2010). First Monday, Vol. 15, 2010, UC Irvine School of Law Research Paper No. 2012-33,  Available at SSRN: https://ssrn.com/abstract=2037883
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	


	























	
	

		

		

		
		
		

		
		
			
				
					
						Dan L. Burk (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				University of California, Irvine School of Law  ( email )

			

			
			
				
				
				
					4500 Berkeley Place
Irvine, CA  92697-1000
United States
949-824-9325 (Phone)

				

				
			

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research youâ€™d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				      140

			

		
		
		
			Abstract Views

			    1,320

		

		
		 
		
			Rank

			  374,818

		

		
	


	

	
		
			
				       51 References
		

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    University of California, Irvine School of Law & Legal Studies Research Paper Series

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                University of California, Irvine School of Law & Legal Studies Research Paper Series

                                
                                    Subscribe to this free journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            5,320

                                    

                                    
                                        PAPERS

                                            1,029

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Dana Lee at University of California, Irvine School of Law

                                    

                                
                            

                        

                    

                
	
                    Cyberspace Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Cyberspace Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            2,017

                                    

                                    
                                        PAPERS

                                           12,798

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Peter Swire at Georgia Institute of Technology - Scheller College of Business, Jonathan L. Zittrain at Harvard Law School and Harvard Kennedy School of Government, Kalie Mayberry at Harvard University - Harvard Law School

                                    

                                
                            

                        

                    

                


            

            
                
                

                	
                    Intellectual Property: Copyright Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Intellectual Property: Copyright Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            1,528

                                    

                                    
                                        PAPERS

                                            7,289

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Robert P. Merges at University of California, Berkeley - School of Law

                                    

                                
                            

                        

                    

                
	
                    Entrepreneurship & Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Entrepreneurship & Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            1,131

                                    

                                    
                                        PAPERS

                                           14,318

                                    

                                

                                
                            

                        

                    

                
	
                    Environment for Innovation eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Environment for Innovation eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              255

                                    

                                    
                                        PAPERS

                                           15,544

                                    

                                

                                
                            

                        

                    

                
	
                    eBusiness & eCommerce eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                eBusiness & eCommerce eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              230

                                    

                                    
                                        PAPERS

                                            7,186

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Erik Brynjolfsson at National Bureau of Economic Research (NBER), John Little at Massachusetts Institute of Technology (MIT), Xiaoquan (Michael) Zhang at Chinese University of Hong Kong

                                    

                                
                            

                        

                    

                



                
            

            
        
        
        
                 
        
        

    


				


				
					
					

















    
        
            Recommended Papers

            	
                        
                        

                        
                        
                        Will Merging Access Controls and Rights Controls Undermine the Structure of Anticircumvention Law?

                        
                            By
                                
                                
                                    
                                    R. Anthony Reese
                                    
                                
                            

                        
                        
                    
	
                        
                        

                        
                        
                        Access Denied: Improper Use of the Computer Fraud and Abuse Act to Control Information on Publicly Accessible Internet Websites

                        
                            By
                                
                                
                                    
                                    Christine S Davik
                                    
                                
                            

                        
                        
                    
	
                        
                        

                        
                        
                        DRMS, Economics, Copyright and Competition Law: The Australian Experience - The Economic Implications of Stevens v Sony

                        
                            By
                                
                                
                                    
                                    Yee Lim
                                    
                                
                            

                        
                        
                    


                    
                

            
            
        

    

				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright Â© 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l200 in   0.081 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		[image:  ]

		
		
		
		
		
		
		
		
		
		
	

