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		Abstract

		Online pharmacies are businesses that sell prescription-controlled drugs over the internet. Some online pharmacies operate illegally in the United States, by providing controlled pharmaceuticals without a prescription, and some pharmacies sell controlled substances. Online pharmacies are also a major driver of other kinds of computer crime because in order to gain consumersâ€™ attention, pharmacies and their marketers send tremendous volumes of spam email and engage in other tactics that involve computer intrusions, such as the creation of botnets.  

Online pharmacies are both an enduring technology crime challenge, and a lens for understanding cybercrime. This chapter introduces the problem of illegal online pharmacies and the intense law enforcement efforts to end their operation. To provide background for the cybercrime challenge presented by online pharmacies, the chapter explains the methods that such businesses use to promote their visibility in organic search engine results. The methods used to promote online pharmacies show that they have dynamics similar to retail-style businesses, where a firm needs to reach a large number of customers.  

This chapter also presents data from an empirical experiment examining how pharmacies achieve top-ranked status in U.S.-based, English-language search engine results. In our sample, over a third of the inbound links to pharmacies in top search results appear to be from hacked websites. In analyzing links among the pharmacies, we find that online pharmacies are highly concentrated, often employing shared infrastructure (such as phone numbers).   

We conclude with a discussion of opportunities for U.S. law enforcement to address pharmacies directly instead of pursuing intermediaries, and consider whether pharmacies can be liable for illegal search engine optimization techniques used to promote their sites. Because online pharmaciesâ€™ infrastructure is so interdependent, minor, targeted law enforcement interventions could disrupt a large number of the most successful online pharmacies. Online pharmaciesâ€™ operation thus contradicts popular libertarian narratives that the internet is an ungovernable medium. 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
		
		
			
				
			
		
		Keywords: CDA, DMCA, internet intermediaries, opioids, "Canadian pharmacies," CFAA

	
	

	
    

    
	

	
	
		JEL Classification: K14, K41, K42

	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	















	











    
    










    
    
    
    
















	






	
		Suggested Citation:
		Suggested Citation
	

	
		
			Hoofnagle,  Chris Jay and Altaweel,  Ibrahim and Good,  Nathaniel, Online Pharmacies and Technology Crime (December 1, 2016). Hoofnagle et al., Online Pharmacies and Technology Crime, in The Handbook of Technology, Crime and Justice (Michael McGuire and Thomas J. Holt, eds.)(Routledge Press 2016), UC Berkeley Public Law Research Paper,  Available at SSRN: https://ssrn.com/abstract=3180380
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	

	

	

	


	























	
	

		

		

		
		
		

		
		
			
				
					
						Chris Jay Hoofnagle (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
					
					
					
					
					
					
					
					
					
						
						
						


						
					
					
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				University of California, Berkeley - School of Law  ( email )

			

			
			
				
				
				
					341 Berkeley Law Building
Berkeley, CA  94720-7200
United States
â€(510) 666-3783â€¬ (Phone)

				

				
			

			
				
				
					HOME PAGE: http://hoofnagle.berkeley.edu
				

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				University of California, Berkeley - School of Information  ( email )

			

			
			
				
				
				
					212 South Hall
Berkeley, CA  94720-4600
United States
510-643-0213 (Phone)

				

				
			

			
				
				
					HOME PAGE: http://hoofnagle.berkeley.edu
				

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
				
					
						Ibrahim Altaweel

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
					
				
					
					
					
				
			

			
				Netsync 

			

			
			
				
				
				
					2500 West Loop South
Suite 410
Houston, TX  77027
United States
7132185000 (Phone)
7136649964 (Fax)

				

				
			

			
				
				
					HOME PAGE: http://netsync.com
				

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
				
					
						Nathaniel Good

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				University of California, Berkeley - School of Information  ( email )

			

			
			
				
				
				
					102 South Hall
Berkeley, CA  94720-4600
United States

				

				
			

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research youâ€™d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				       82

			

		
		
		
			Abstract Views

			    1,286

		

		
		 
		
			Rank

			  541,206

		

		
	


	

	
		
			
				       21 References
		

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    University of California, Berkeley School of Law, Public Law & Legal Theory Research Paper Series

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                University of California, Berkeley School of Law, Public Law & Legal Theory Research Paper Series

                                
                                    Subscribe to this free journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            4,192

                                    

                                    
                                        PAPERS

                                              987

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Kathryn R. Abrams at University of California, Berkeley - School of Law

                                    

                                
                            

                        

                    

                
	
                    Economics of Networks eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Economics of Networks eJournal

                                
                                    Subscribe to this free journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            2,710

                                    

                                    
                                        PAPERS

                                           14,712

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Nicholas Economides at New York University - Leonard N. Stern School of Business - Department of Economics 

                                    

                                
                            

                        

                    

                


            

            
                
                

                	
                    Cyberspace Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Cyberspace Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            2,017

                                    

                                    
                                        PAPERS

                                           12,768

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Peter Swire at Georgia Institute of Technology - Scheller College of Business, Jonathan L. Zittrain at Harvard Law School and Harvard Kennedy School of Government, Kalie Mayberry at Harvard University - Harvard Law School

                                    

                                
                            

                        

                    

                
	
                    Information Systems Legislation & Regulations eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Information Systems Legislation & Regulations eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            1,859

                                    

                                    
                                        PAPERS

                                            5,943

                                    

                                

                                
                            

                        

                    

                
	
                    Health Care Delivery & Financing eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Health Care Delivery & Financing eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              880

                                    

                                    
                                        PAPERS

                                            1,889

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Katherine Swartz at Harvard School of Public Health, Harvard University, Timothy Stoltzfus Jost at Washington and Lee University - School of Law

                                    

                                
                            

                        

                    

                
	
                    Empirical Studies eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Empirical Studies eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              660

                                    

                                    
                                        PAPERS

                                            8,784

                                    

                                

                                
                            

                        

                    

                
	
                    White Collar Crime eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                White Collar Crime eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              374

                                    

                                    
                                        PAPERS

                                            2,400

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Vikramaditya S. Khanna at University of Michigan Law School

                                    

                                
                            

                        

                    

                
	
                    Cybersecurity, Privacy, & Networks eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Cybersecurity, Privacy, & Networks eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              260

                                    

                                    
                                        PAPERS

                                            4,394

                                    

                                

                                
                            

                        

                    

                
	
                    Cybersecurity & Data Privacy Law & Policy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Cybersecurity & Data Privacy Law & Policy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              206

                                    

                                    
                                        PAPERS

                                            6,807

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Brian Ray at College of Law, Cleveland State University

                                    

                                
                            

                        

                    

                
	
                    Pharmacy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Pharmacy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                               20

                                    

                                    
                                        PAPERS

                                              291

                                    

                                

                                
                            

                        

                    

                



                
            

            
        
        
        
                 
        
        

    


				


				
					
					

















				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	
		
	
		
	
		
			
				
			
			
		
	
		
	
		
	
		
			
				
			
			
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright Â© 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l100 in   0.094 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		

		
		
		
		
		
		
		
		
		
		
	

