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		The use of digital technology and the race between states in the digital transformation era has resulted in rapid growth in this technology albeit variations between countries due to their economic and technological capabilities. According to Gartner Inc. the world by 2016 had 6.4 billion connected devices, and by 2020 this number will reach 21 billion. Such transformation offers a wide range of development opportunities at the same time increase the statesâ€™ vulnerability to cyber-crimes and cyber-attacks if not supported by strong legislative and cyber defence regulations and instruments, as traditional cyber strategies are no longer effective. 

Rapid growth in digitalization across the globe has been noticed especially in GCC states that invested heavily in technology following the governmentsâ€™ plans to diversify the regions hydrocarbon-dependent economy, for e.g. Smart Dubai, vision 2030 KSA, e.oman. But at the same time, it has made those states an attractive target to security breaches. This paper will focus on the effectiveness of legal and enforcement measures, as well the cooperation and harmonization between GCC states to combat cyber-crimes especially when it comes to the cyber threats or attacks on critical infrastructures and GCCâ€™s collective self-defence measures to armed attacks. Moreover, it will shed light on International and regional agreements such as the Budapest Convention and the Arab Convention on Combating Information Technology Offences.
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