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		Abstract

		In this paper we attempted to incorporate a text encoding technique 3D Playfair Cipher with Pixel Value Differencing (PVD) approach to achieve dual steganography. Dual steganography is very demanding in the present scenario, because steganography is only playing a role to stealth intruder, but sometimes existence of secret data got recognized, in such scenarios dual steganography can only protect our secret exchange. In steganography hiding capability is equally concerned as much as security, so compression of secret message is preferable before imparting it in cover medium. These requirements pushed us to implement a fast, secure, effective and handy steganographic approach to solve secure information exchange problems. In this research we took the advantage of 3D Playfair cipher not to only encode our secret message but also to reduce its size. Here dual steganography is formed using 3D Playfair cipher with PVD method. PVD method implements the concept that edge areas are more vulnerable that smooth areas in images to conceal secrets,which makes it a powerful approach in the field of image steganography due to its stegoimage quality and data hiding capabilities. PVD method hides data in cover image based on the difference of pixel value in the pixel pairs (nonoverlapping consecutive pixels). Proposed approach is much secure and better in data hiding capability along with ensuring better quality stego image quality, it also solves the problem of falling the boundary of the pixels presents in PVD method. Produced Stegoimage of proposed technique is secure enough against the RS detection attack and totally indistinguishable by human eyes. 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
		
		
			
				
			
		
		Keywords: Steganography, Dual Steganography, Cryptography, Compression, PVD, 3D Playfair Cipher

	
	

	
    

    
	

	
	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	















	











    
    










    
    
    
    
















	



    




	
		Suggested Citation:
		Suggested Citation
	

	
		
			Kaur,  Gurjit and Verma,  Harsh Kumar and Singh,  Ravindra Kumar, Dual Steganography Approach Using 3D Playfair Cipher and Pixel Value Differencing Method (January 28, 2020). Proceedings of Industry Interactive Innovations in Science, Engineering & Technology (I3SET2K19),  Available at SSRN: https://ssrn.com/abstract=3526694 or http://dx.doi.org/10.2139/ssrn.3526694 
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	

	

	


	























	
	

		

		

		
		
		

		
		
			
				
					
						Gurjit  Kaur (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
					
				
					
					
					
				
			

			
				
				
				


				Sant Baba Bhag Singh University (SBBS) 

			

			
			
				
				
				
					Village Khiala, Padhiana
Jalandhar, Punjab 144030
India

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
				
					
						Harsh Kumar  Verma

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
					
				
					
					
					
				
			

			
				
				
				


				National Institute of Technology (NIT), Jalandhar 

			

			
			
				
				
				
					Jalandhar, 144 011
India

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
				
					
						Ravindra Kumar  Singh

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
					
				
					
					
					
				
			

			
				
				
				


				National Institute of Technology (NIT), Jalandhar 

			

			
			
				
				
				
					Jalandhar, 144 011
India

				

				
			

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research youâ€™d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				       64

			

		
		
		
			Abstract Views

			      517

		

		
		 
		
			Rank

			  625,714

		

		
	


	

	
		
			
				       15 References
		

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    Cybersecurity, Privacy, & Networks eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Cybersecurity, Privacy, & Networks eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              261

                                    

                                    
                                        PAPERS

                                            4,488

                                    

                                

                                
                            

                        

                    

                
	
                    Electrical Engineering eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Electrical Engineering eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              159

                                    

                                    
                                        PAPERS

                                           13,901

                                    

                                

                                
                            

                        

                    

                


            

            
                
                

                	
                    Industrial & Manufacturing Engineering eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Industrial & Manufacturing Engineering eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              123

                                    

                                    
                                        PAPERS

                                           10,224

                                    

                                

                                
                            

                        

                    

                
	
                    Mechanical Engineering eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Mechanical Engineering eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              116

                                    

                                    
                                        PAPERS

                                           12,229

                                    

                                

                                
                            

                        

                    

                
	
                    Materials Engineering eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Materials Engineering eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              112

                                    

                                    
                                        PAPERS

                                           18,065

                                    

                                

                                
                            

                        

                    

                
	
                    Data Science, Data Analytics & Informatics eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Data Science, Data Analytics & Informatics eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              110

                                    

                                    
                                        PAPERS

                                            4,215

                                    

                                

                                
                            

                        

                    

                
	
                    Communication & Technology eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Communication & Technology eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                               99

                                    

                                    
                                        PAPERS

                                            3,148

                                    

                                

                                
                            

                        

                    

                
	
                    Visual Communication eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Visual Communication eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                               85

                                    

                                    
                                        PAPERS

                                              295

                                    

                                

                                
                            

                        

                    

                
	
                    Libraries & Information Technology eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Libraries & Information Technology eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                               56

                                    

                                    
                                        PAPERS

                                            4,837

                                    

                                

                                
                            

                        

                    

                
	
                    Materials Performance eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Materials Performance eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                               35

                                    

                                    
                                        PAPERS

                                            7,635

                                    

                                

                                
                            

                        

                    

                
	
                    Computational Materials Science eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Computational Materials Science eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                               34

                                    

                                    
                                        PAPERS

                                           15,335

                                    

                                

                                
                            

                        

                    

                
	
                    Electronic, Optical & Magnetic Materials eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Electronic, Optical & Magnetic Materials eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                               34

                                    

                                    
                                        PAPERS

                                            7,915

                                    

                                

                                
                            

                        

                    

                



                
            

            
        
        
        
                 
        
        

    


				


				
					
					

















				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	
		
			
				
			
			
		
	
		
			
				
			
			
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright Â© 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l200 in   0.110 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		[image:  ]

		
		
		
		
		
		
		
		
		
		
	
