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		Abstract

		This article has been accepted for publication in MIS Quarterly on behalf of the Regents of the University of Minnesota and the MIS Research Center.

Despite widespread awareness of risks, significant investments in cybersecurity protection, and substantial economic incentives to avoid security breaches, organizations remain vulnerable to phishing attacks. Phishing research has informed effective practical interventions to address phishing susceptibility that emphasize the importance of broadly applicable IT security knowledge. Yet, employees still frequently fall victim to phishing attempts. To help understand why, we conceptualize phishing susceptibility as failure to differentiate between deceptive and legitimate information processing requests that occur within the context of an employeeâ€™s typical job responsibilities. We apply this contextual lens to identify characteristics of knowledge workersâ€™ organizational task and social context that may enhance or diminish performance in detecting deception in phishing email attempts. To test our hypotheses, we conduct a study in which employees of the finance division of a large university encountered simulated email-based phishing attempts as part of their normal work routine. We find evidence supporting our hypotheses that an individualâ€™s susceptibility to phishing attacks is influenced by their position in the knowledge flows of the organization and by the impact of workgroup responsibilities on their cognitive processing. We contend that phishing susceptibility is not merely a matter of IT security knowledge, but is also influenced by contextualized, multi-level influences on information processing. As phishing attacks are increasingly targeted to specific organizational settings, it is even more important to incorporate this contextualized information processing view of phishing susceptibility. 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
		
		
			
				
			
		
		Keywords: Cybersecurity, Phishing, Phishing Susceptibility, Information Security, Contextual theory, Social Network Analysis, multi-level model

	
	

	
    

    
	

	
	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	















	











    
    










    
    
    
    
















	



    




	
		Suggested Citation:
		Suggested Citation
	

	
		
			Wright,  Ryan and Johnson,  Steven L. and Kitchens,  Brent, Phishing Susceptibility in Context: A Multi-level Information Processing Perspective on Deception Detection (May 31, 2022). Wright, R.T., Johnson, S.L., Kitchens, B. "Phishing Susceptibility in Context: A Multi-level Information Processing Perspective on Deception Detection" MIS Quarterly.,  Available at SSRN: https://ssrn.com/abstract=3622310 or http://dx.doi.org/10.2139/ssrn.3622310 
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	

	

	


	























	
	

		

		

		
		
		

		
		
			
				
					
						Ryan Wright (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				University of Virginia - McIntire School of Commerce  ( email )

			

			
			
				
				
				
					P.O. Box 400173
Charlottesville, VA  22904-4173
United States

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
				
					
						Steven L. Johnson

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				University of Virginia - McIntire School of Commerce  ( email )

			

			
			
				
				
				
					P.O. Box 400173
Charlottesville, VA  22904-4173
United States

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
				
					
						Brent Kitchens

					
			
		

		
		
		
		

		
		
			
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				University of Virginia - McIntire School of Commerce  ( email )

			

			
			
				
				
				
					P.O. Box 400173
Charlottesville, VA  22904-4173
United States

				

				
			

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research youâ€™d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				      326

			

		
		
		
			Abstract Views

			    1,860

		

		
		 
		
			Rank

			  170,835

		

		
	


	

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    Cybersecurity, Privacy, & Networks eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Cybersecurity, Privacy, & Networks eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              261

                                    

                                    
                                        PAPERS

                                            4,488

                                    

                                

                                
                            

                        

                    

                
	
                    Information Systems: Behavioral & Social Methods eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Information Systems: Behavioral & Social Methods eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              183

                                    

                                    
                                        PAPERS

                                            7,706

                                    

                                

                                
                            

                        

                    

                


        
        

    


				


				
					
					

















				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	
		
			
				
			
			
		
	
		
	
		
	
		
			
				
			
			
		
	
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright Â© 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l200 in   0.094 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		[image:  ]

		
		
		
		
		
		
		
		
		
		
	
