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		Abstract

		This paper examines the potential applications of differential privacy to healthcare data. Differential privacy is a concept that enables the provision of privacy to individuals in a dataset when such data is shared publicly. As differential privacy changes the process for accessing data, rather than the database itself, it can enable patientsâ€™ privacy without compromising on the usability of the data. After discussing differential privacy as a concept, we examine the methods for satisfying it effectively in healthcare data. Using the types and characteristics of data in healthcareâ€”including categorical, numeric, integral, and correlated fieldsâ€”we devise specific techniques for ensuring differential privacy in each data type. We report the following findings. First, differential privacy is satisfied in aggregate categorical data when noise is added from a Laplace distribution with b = 1/Ïµ. Second, differential privacy is satisfied in aggregate numeric data when noise is added from a Laplace distribution with b = n/Ïµ, where n is the maximum value of the numerical variable. Third, for data fields containing integral values, rounding values drawn from a Laplace distribution provides differential privacy, but drawing only integer values from the Laplace distribution does not. Fourth, when two data fields correlate with each other, noise must be added to only one of them and that field should not be fractional. Fifth, the slope parameter, which is used for health analytics, is lower in magnitude following the addition of noise when compared to the slope parameter in the original dataset. Sixth, the accuracy of analytics following noise addition increases with increases in both the value of Ïµ and in the variance of the independent variable. Using actual healthcare data, we confirm this prediction. Finally, the accuracy of analytics following noise addition increases disproportionately with an increase in the value of Ïµ when the variance of the independent variable is greater. We again confirm this prediction using actual healthcare data. 
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