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		Abstract

		Thousands of audiovisual images documented the insurrectionists who stormed the United States Capitol on January 6, 2021. Authorities subsequently collected those images and charged some for their criminal conduct. Given the overwhelming audiovisual evidence implicating the insurrectionists, it should be impossible to assert a plausible defense claiming that those unmistakably depicted in the images were not present. Right? Wrong. As the defense in the federal criminal trial of January 6th insurrectionist leader Guy Reffitt illustrated, the emergence of “deepfakes” has changed the landscape of plausible defenses to crimes. Reffitt led the attack on the Capital. Videos and other visual images showed him at the head of the crowd advancing on the Capitol’s West Terrace. He was arrested and charged with multiple crimes. And although the evidence, including audiovisual images, against Reffitt, was clear and overwhelming, his lawyer undermined it, arguing to the jury that the evidence against Reffitt was a “deepfake” – an audiovisual recording created using Artificial Intelligence technology that allows anyone with a smartphone to believably map one person’s movements and words onto the image of another person. Unfortunately, the law does not provide a clear response to Reffitt’s lawyer’s reliance on deepfakes as a defense.  

But this much is clear—the “deepfake defense” is a new challenge to our legal system’s adversarial process and truth-seeking function. Because the norms of professional ethics require lawyers to advocate zealously, deepfakes invite lawyers to raise objections and arguments to evidence to exploit juror bias and skepticism about what is real. Thus, lawyers may plant the seeds of doubt in jurors’ minds to question the authenticity of all digital audio and visual images, even those counsel knows to be genuine.

Currently, no rule of procedure, ethics, or legal precedent directly addresses the presentation of the “deepfake defense” in court. The existing standards provide scant guidance because they were developed before the advent of deepfake technology. As a result, they do not solve the concern of how to deter lawyers from exploiting it. Although in the last several years, legal scholarship and the popular news media have addressed certain facets of deepfakes, there has been no in-depth commentary on the “deepfake defense.” This article is the first to explore the deepfake defense, locating it within the historical and current framework of lawyers’ efforts to fabricate evidence and the laws and the practice norms that exist to curb that conduct. It proposes a reconsideration of the ethical rules governing candor, fairness, and the limits of zealous advocacy and urges a re-examination of the court’s role in sanctioning such conduct. Thus, this article offers novel proposals to guide the way forward for lawyers and courts as they traverse this new technological landscape. 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
		
		
			
				
			
		
		Keywords: Deepfakes, ethical rules, procedural rules, Lawyer deception, lying, deepfake defense, liars dividend

	
	

	
    

    
	

	
	
		JEL Classification: K41

	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	















	











    
    










    
    
    
    
















	



    




	
		Suggested Citation:
		Suggested Citation
	

	
		
			Delfino,  Rebecca, The Deepfake Defense—Exploring the Limits of the Law and Ethical Norms in Protecting Legal Proceedings from Lying Lawyers (February 12, 2023). Loyola Law School, Los Angeles Legal Studies Research Paper No. 2023-02, 84.5 Ohio St. L.J. 1068 (2024),  Available at SSRN: https://ssrn.com/abstract=4355140 or http://dx.doi.org/10.2139/ssrn.4355140 
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	


	























	
	

		

		

		
		
		

		
		
			
				
					
						Rebecca Delfino (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
					
					
					
					
					
					
					
					
					
						
						
						


						
					
					[image: Loyola Law School Los Angeles]
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				Loyola Law School Los Angeles  ( email )

			

			
			
				
				
				
					919 Albany Street
Los Angeles, CA  90015-1211
United States

				

				
			

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research you’d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				      650

			

		
		
		
			Abstract Views

			    3,121

		

		
		 
		
			Rank

			   75,479

		

		
	


	
		
            
            	        1 Citations
		

	

	
		
			
				       36 References
		

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    Loyola Law School Los Angeles Legal Studies Research Paper Series

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Loyola Law School Los Angeles Legal Studies Research Paper Series

                                
                                    Subscribe to this free journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            5,870

                                    

                                    
                                        PAPERS

                                              878

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Tristin K. Green at Loyola Law School Los Angeles

                                    

                                
                            

                        

                    

                
	
                    Litigation & Procedure eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Litigation & Procedure eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            1,680

                                    

                                    
                                        PAPERS

                                           12,399

                                    

                                

                                
                            

                        

                    

                


            

            
                
                

                	
                    Legal Ethics & Professional Responsibility eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Legal Ethics & Professional Responsibility eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            1,036

                                    

                                    
                                        PAPERS

                                            6,164

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        W. Bradley Wendel at Cornell University - School of Law 

                                    

                                
                            

                        

                    

                
	
                    Law & Society: The Legal Profession eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Law & Society: The Legal Profession eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              918

                                    

                                    
                                        PAPERS

                                            9,927

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        William D. Henderson at Indiana University Maurer School of Law

                                    

                                
                            

                        

                    

                
	
                    Artificial Intelligence - Law, Policy, & Ethics eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Artificial Intelligence - Law, Policy, & Ethics eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              299

                                    

                                    
                                        PAPERS

                                            4,375

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        J. B. Ruhl at Vanderbilt University - Law School, Dennis D. Hirsch at Ohio State University (OSU) - Michael E. Moritz College of Law

                                    

                                
                            

                        

                    

                
	
                    Legal Anthropology: Laws & Constitutions eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Legal Anthropology: Laws & Constitutions eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              205

                                    

                                    
                                        PAPERS

                                           15,057

                                    

                                

                                
                            

                        

                    

                
	
                    Legal Anthropology: Criminal Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Legal Anthropology: Criminal Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              200

                                    

                                    
                                        PAPERS

                                            3,975

                                    

                                

                                
                            

                        

                    

                
	
                    Legal Anthropology: The Legal Profession eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Legal Anthropology: The Legal Profession eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              196

                                    

                                    
                                        PAPERS

                                            1,801

                                    

                                

                                
                            

                        

                    

                
	
                    Industrial & Organizational Psychology eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Industrial & Organizational Psychology eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              120

                                    

                                    
                                        PAPERS

                                            7,602

                                    

                                

                                
                            

                        

                    

                
	
                    Psychology Research Methods eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Psychology Research Methods eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                               81

                                    

                                    
                                        PAPERS

                                            9,812

                                    

                                

                                
                            

                        

                    

                
	
                    Forensic Psychology eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Forensic Psychology eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                               72

                                    

                                    
                                        PAPERS

                                            1,771

                                    

                                

                                
                            

                        

                    

                



                
            

            
        
        
        
                 
        
        

    


				


				
					
					

















				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright © 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l100 in   0.094 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		[image:  ]

		
		
		
		
		
		
		
		
		
		
	
