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		Abstract

		This chapter provides an exploration of the reasons why a Canadian Federal Court refused to compel five Internet service providers to disclose the identities of twenty nine ISP subscribers alleged to have been engaged in P2P file-sharing. The authors argue that there are important lessons to be learned from the decision, particularly in the area of online privacy, including the possibility that the decision may lead to powerful though unintended consequences. At the intersection of digital copyright enforcement and privacy, the Court's decision could have the ironic effect of encouraging more powerful private-sector surveillance of our online activities, which would likely result in a technological backlash by some to ensure that Internet users have even more impenetrable anonymous places to roam. Consequently, the authors encourage the Court to further develop its analysis of how, when and why the compelled disclosure of identity by third party intermediaries should be ordered by including as an element in the analysis a broader-based public interest in privacy. 


	

	

	
		
		


	

	
	

		
		

	
	


	

	
	
	
		
	
	
	

	
	
		
		
			
				
			
		
		Keywords: privacy, anonymity, compelled disclosure of identity, internet service providers, peer-to-peer, copyright, cybercrime

	
	

	
    

    
	

	
	
	

	
	

























    	
	
	
	
   	
	
	
	
	
	            
	

























    
    










    
    
    
    
















	






	
		Suggested Citation:
		Suggested Citation
	

	
		
			Kerr,  Ian R. and Cameron,  Alex, Nymity, P2p & Isps: Lessons from Bmg Canada Inc. V. John Doe. PRIVACY AND TECHNOLOGIES OF IDENTITY:  A CROSS-DISCIPLINARY CONVERSATION, Katherine J. Strandburg, Daniela Stan Raicu, eds., New York: Springer, 2005,  Available at SSRN: https://ssrn.com/abstract=726764
		
	

	

	
	
	

	
		
	

	

	
	
		

	










    
    










    
    
    
    





















	

	


	























	
	

		

		

		
		
		

		
		
			
				
					
						Ian R. Kerr (Contact Author)

					
			
		

		
		
		
		

		
		
			
				
					
					
					
					
					
					
					
					
					
						
						
						


						
					
					[image: University of Ottawa - Common Law Section]
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				
				
				


				University of Ottawa - Common Law Section  ( email )

			

			
			
				
				
				
					57 Louis Pasteur Street
Ottawa, K1N 6N5
Canada
613-562-5800 (Phone)

				

				
			

			

		

		
	

	

	
	

		

		

		
		
		

		
		
			
				
					
						Alex Cameron

					
			
		

		
		
		
		

		
		
			
				
					
					
					
					
					
					
					
					
					
						
					
					[image: University of Ottawa]
				
			

			
				
				
				
					
					
					
					
				
					
					
					
						
					
				
			

			
				University of Ottawa  ( email )

			

			
			
				
				
				
					57 Louis Pasteur Street
Ottawa, Ontario K1N 6N5 K1N 6N5
Canada

				

				
			

			

		

		
	

	





	

	

	
	
		
	

	

	
	




				
				
				









	
	    












    
    






    
    







    









    
        
        
        
            
            

            

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    [image: PDF icon]Download This Paper
                    
                
            

        
    
        
    

            
            
                

                

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Open PDF in Browser
                    
                
            

        
    
        
    
            
        

    




















	














	
	    







 



	




	







	







































				

				

				
					
						

						
						

						

						
						

					
				

			


			
				
					
						
						
	










	
	    














	
	    














	
	    







	
		Do you have negative results from your research youâ€™d like to share?

		
			

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit Negative Results
                    
                
            

        
    
        
    
		

	



					

				
				
					
					


	












	
	
	








	
		
			Paper statistics

		

	


	
		
		 
			
				Downloads

				      337

			

		
		
		
			Abstract Views

			    2,183

		

		
		 
		
			Rank

			  163,800

		

		
	


	

	
		
			
				        8 References
		

	



	
		PlumX Metrics

		
			
		

		
			
		

	





				


				
				
				
					

    
        
            Related eJournals

        	
                    University of Ottawa Faculty of Law Legal Studies Working Paper Series

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                University of Ottawa Faculty of Law Legal Studies Working Paper Series

                                
                                    Subscribe to this free journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            5,373

                                    

                                    
                                        PAPERS

                                            1,008

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Andrew Kuntze at University of Ottawa - Common Law Section

                                    

                                
                            

                        

                    

                
	
                    Cyberspace Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Cyberspace Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            2,017

                                    

                                    
                                        PAPERS

                                           12,780

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Peter Swire at Georgia Institute of Technology - Scheller College of Business, Jonathan L. Zittrain at Harvard Law School and Harvard Kennedy School of Government, Kalie Mayberry at Harvard University - Harvard Law School

                                    

                                
                            

                        

                    

                


            

            
                
                

                	
                    Intellectual Property: Copyright Law eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Intellectual Property: Copyright Law eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                            1,528

                                    

                                    
                                        PAPERS

                                            7,280

                                    

                                

                                
                                    
                                        This Journal is curated by:

                                        Robert P. Merges at University of California, Berkeley - School of Law

                                    

                                
                            

                        

                    

                
	
                    Innovation Law & Policy eJournal

                    
                        
                        

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Follow
                    
                
            

        
    
        
    

                        

                        
                            

                            
                            
                                Innovation Law & Policy eJournal

                                
                                    Subscribe to this fee journal for more curated articles on this topic
                                

                                
                                    
                                        FOLLOWERS

                                              260

                                    

                                    
                                        PAPERS

                                           29,383

                                    

                                

                                
                            

                        

                    

                



                
            

            
        
        
        
                 
        
        

    


				


				
					
					

















				

			

		


		
				
					Feedback
					
				

			

			


	
		
		Feedback to SSRN

		
			
				
					Feedback
					 (required)
				
				
			

			
				
					Email
					 (required)
				
				
			

			
				Submit
				
			
		

		

		If you need immediate assistance, call 877-SSRNHelp (877 777 6435) in the United States, or +1 212 448 2500 outside of the United States, 8:30AM to 6:00PM U.S. Eastern, Monday - Friday.

	







	

	
	
		
		

	




	
	





  
  

	
	
		
	


	
	
		
			
			
		
	
		
			
				
			
			
		
	


	
	
	






		
		














	
		
			
				
                    

    

    

    

    

    

    


        
            

    

    

    

    

    

    


        
            
                
                    Submit a Paper
                    
                        
                    
                
            

        
    
        
    
					Section 508 Text Only Pages
				

			
			
				SSRN Quick Links 

					SSRN Solutions
	Research Paper Series
	Conference Papers
	Partners in Publishing
	Jobs & Announcements
	Special Topic Hubs


			

			
				SSRN Rankings 

					Top Papers
	Top Authors
	Top Organizations


			

			
				About SSRN 

					Network Directors
	Announcements
	Contact us
	FAQs


			

			
		

			
	
	


		
			
				
			

			
				
					Copyright
					Terms and Conditions
					Privacy Policy
				

				
					All content on this site: Copyright Â© 2023 Elsevier Inc., its licensors, and contributors. All rights are reserved, including those for text and data mining, AI training, and similar technologies. For all open access content, the Creative Commons licensing terms apply.

					We use cookies to help provide and enhance our service and tailor content.

					To learn more, visit
					Cookie Settings.
					
						
							
							This page was processed by aws-apollo-l200 in   0.081 seconds 
						
					
					

				

			

			
				
			

		

	









	
		
		
		
		


    
        
        
        

        
        
                
                
                    
                
            
    

    

    


		






    























    




    








	


		[image:  ]

		
		
		
		
		
		
		
		
		
		
	

